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1 INTRODUCTION

This document provides steps to install and use Exium-CGW OVA for connecting
Exium SASE service. Steps mentioned in this document are applicable for
virtualization environments like VirtualBox ESXi, KVM and Hyper-V.

Section (3) provides step by step guide to quickly setup CGW for first the time. Also, it
includes the commands and operations supported by CGW.

Section (4) provides steps to manage Gateways. It includes steps to add, edit, delete
Gateways and their respective Trust Paths.

Section (5) provides steps to manage Policies and Policy Groups. It includes steps to
add, edit, delete policies or policy groups. Policy consists of rules which help user to
manage the service usage.

Section (6) provides sample configuration example for local CGW. It also provides
sample network diagram for users to plan the CGW deployment.
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2 PREREQUISITES

Supported virtualization platforms:
e VMWare ESXi (6.5 and above)
e KVM on CentOS or Ubuntu
e Hyper-V on Windows (10 and above)
e Oracle VirtualBox (6.1 and above) on Windows (10 and above)
e Bare metal with Ubuntu 18.04 or above
e AWS Elastic Compute Cloud (EC2)
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3 QUICK SETUP

This section provides step by step guide to quickly setup CGW.

- Skip section (3.1) in case user already has subscribed to Exium service.

- Skip section (3.2) in case user already has created a workspace.

- Skip section (3.3) and (3.4) in case user already has downloaded Exium
CGW OVA

3.1 SUBSCRIBE TO EXIUM SERVICE

Visit https://speerity.net

@ Speerit x <+

<« C @ speerity.net/speerity/sign-in

Sign In

Enter your workspace name below

Need to get started? Ci

We help secure

transactions that power our

economy

3.2 MANAGE WORKSPACE

Skip this section (3.2) and navigate to section (3.3) in case user already has an
active workspace.

3.2.1 Pre-requisites
A working email address (preferably work mail for enterprise workspaces) to
create a workspace with Exium.

3.2.2 Create Workspace
Proceed to enter all the details like First Name (mandatory), Last Name, Email
address (mandatory), Phone number (mandatory) and Workspace name
(mandatory). Select checkbox for “I'm not a robot” option.
Click “Create Workspace” once finished.


https://speerity.net/
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Workspace in progress
@ Admin Console
-

Email Verification
Let's get started

Create Private Workspace

It's quick and easy.

First name * Last name
one er

Email address * B~ +1

Workspace name * Partner code

I'm not a robot

Create Workspace

3.2.3 User Verification

Check your registered email address and verify link by clicking on “CLICK to
VERIFY” button. Verification link will be active only for 5 mins.

E L
Check your email

We've sent an email to

Click the link in the email to confirm your address and to access your workspace.

Your verification email will automatically expire after 4 mins : 53 secs

ez

After successful verification, you will be redirected to “Admin Console” page of
Exium portal.

3.3 LOGIN TO WORKSPACE

Navigate to https://speerity.net

Enter “Workspace Name” and click on “Continue”.


https://speerity.net/
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Sign In

Enter your workspace name below

Workspace Name *

Need to get started?

We help secure
transactions that power our

economy

Enter “User Name” and click on “Continue”.

Sign In

Enter your workspace name below

A

Co

b

Need to get started? Cr
We help secure
transactions that power our

economy

An email will be sent to user’s registered email id for user verification.

& C (1 https://service.exium.net/email-verification [SHE 1

~

Check your email

We've sent an email to

Click the link in the email to confirm your address and to access your workspace.

Your verification email will automatically expire after 9 mins : 51 secs

[e]o

Exium helps secure transactions that

power our economy

Click on “CLICK to VERIFY”.
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Hi ,

You've entered

yOu.

) ) as the contact email address for Exium.
To complete the process, we just need to verify that this email address belongs 1o

CLICKTO VERIFY

Please note that the verification link will expire in 10mins.

Exium Admin main console will be opened in another web page.

G &

= |s

Admin Console

https://service.exium.net/main/console

Admin Console

Dashboards
User Management . [T
. " TiT
ateway Management ~
Dashboard

Security and networking insights for your
organization

Policy v
Events

Location Policy

e

Policy

Configure security, network and access policies
for organizational units, graups and individual
users

(&)

Downloads

Download Exium clients for various devices

3.4 DOWNLOAD CGW OVA

On “Admin Console” page, click
software.

[o]
ﬁ+
Users

Add or manage users

o

Gateways

Add or manage Gateways such as Local
Gateway(LGW), Wireless Gateway(WGW) and
0T Gateway(IDTGW)

B

Events

View administrative and user events

on “Downloads”

a s

Q)
[aa))
Groups

Creste groups. Attach security and networking
policies

Ju
ar

Trust Paths

Add or manage Trust Paths for Secured Private
Access [SPA]

$

Billing

Manage subscriptions and billing

to access CGW (OVA)

= @
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C &) https;//service.exium.net/main/conscle Q f8 1= 2

Admin Console

1+ Q)
TIT g+ M
Dashboard Users Groups
Policy v Security and networking insights for your A or manae ueers Create groups. Attach security and networking
organization crarmeRgE = policies
nts
Location Policy
] o
ar
Gateways Trust Paths
Configure securit Add or man such as Local .

Add or manage Trust Paths for Secured Private
Access {SPA)

@ B $
Downloads Events Billing
Download Exium clients for various devices View administrative and user events Manage subscriptions and billing

- a
Sattings & Subscriptions.

New web page will open and provide various platform options to download.
Platform specific CGW images are available for downloads.

e CGW (ova) for VMWare ESXi

e CGW (ova) for VirtualBox

e CGW (vhdx) for Hyper-V

e CGW (qcowz) for KVM

e CGW for bare metals

Select option according to setup requirement and click on “Downlink” link

under CGW option.
Gateways :
vimware I — .
ESXi ¥¢ VirtualBox ey ’
CGW (OVA) - VMWare CGW (OVA) - Virtualbox CGW - Hyper-V CGW - KVM

@ @ ® @ openwrt

CGW - ARM(32) CGW - ARM(64) CGW - AMD(64) WGW (OpenWRT)

nstallation Steps Installation Steps [ImstalLatmm Stcps] [ Instructions ] [ Download ] [ Instructions ]

3.5 REFERENCE ARCHITECTURE

There are two ways CGW can be deployed and used for Secure Private Access
(SPA):

e Two separate interfaces for WAN and LAN connectivity

¢ Single interface for WAN and LAN connectivity

3.5.1 CGW deployment with two interfaces
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User can refer below sample diagram to understand the logical network
diagram with CGW on their network with two separate interfaces for LAN and
WAN connectivity.

LAN/Private Enterprise Network

Intra Service
Portal
LAM
Intermet cow 10.102.232 10429 GW: 10.102.:-‘3'."..5:\___ - Streaming
. - —
S5 e SEIVErs
Other private
senvices

3.5.2 CGW deployment with single interface

User can refer below sample diagram to understand the logical network
diagram with CGW on their network with single interface for LAN and WAN
connectivity.

LAN/Private Enterprise Network

Intra Service
Portal

WAN-+LAN

10.102.232.10/29 ‘ Streaming
=L
- 10.102.232. servers
Other private
services

Internet

3.6 DEPLOYMENT MODELS

CGW is designed to provide fast, seamless access to private applications using
cloud delivered CyberMesh.

Remote workers can connect Exium Clients on their devices and access
Corporate Apps, laaS, PaaS and other private networks.
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Trust Path
w B
EQUINIX ’
/[ Colocation On-prem Datacenter
Corporate Apps
E l a /‘ \ Zero-Trust
_— E B Policy Engines
A= — Trust Path
! CyberMesb
O ~O
(\(0\‘,\ /A Azure
&) Google Cloud aws
Remote Workers
laaS/ PaaS .-
| IBMCloud R cLoup
lcaw)
Trust Path N =

3.6.1 Securing Single Site

User can deploy CGW in one site to access secured private network which keeps
sensitive data.

Data Center/ Servers

Private Applications

r
-2l
-
[xll

Policy, Allow
a

User A with Exium ﬂ
Ageﬂt _-—ﬂ__ :;}.,,_—\ CGyI‘J;r - :::
——
Router

Private Servers/
Applications

T

o

~ad

F o -
o

User B with Exium

Policy, Block

Agent

3.6.2 Securing Multiple Sites

User can deploy CGWs in multiple sites to secure internal information exchange
which will also keep internal communication secured.

Remote users with Exium Agent connected can access both Data Centers running
on different IP subnets, at the same time.

Communication among the data centers will also be secured if they deploy CGW.
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Data Center “1”

Policy, Allow

] a XD
mwm a .;:‘?_\’ oW —  — e

E
Router

User A with Exium
Agent

Private Servers/
Applications

\_‘I

Policy, Block
User B with Exium Data Center “N”
Agent
N a wes
-~ cew — [
—_——
Router
Private Servers/
Applications

3.7 INSTANTIATE VIRTUAL MACHINE

Exium CGW OVA can be deployed on different hypervisors. This deployment
guide provides information on prerequisites, how to deploy a Cyber Gateway
(CGW) on a VMware platform with vCenter or vSphere Hypervisor (ESXi), on a
VirtualBox running on standalone windows laptop and on a KVM server. It also
includes post-deployment verification checks.

3.7.1 Deploy on VMWare ESXi using Web Console/GUI

3.7.1.1 Pre-requisites

1. VMWare ESXi 6.5 or above installed and running in bare metal or customer
data center.

2. Admin privilege to deploy VMs and edit network settings

3. Link to download Exium CGW OVA
https://clientreleases.s3.us-west-1.amazonaws.com/cgw/cgw-vm-esxi.ova

3.7.1.2 Steps to deploy

To deploy a Cyber Gateway on vSphere Hypervisor (ESXi), follow below steps:

1. Log in to the vSphere Hypervisor (ESXi) Server with web browser using
hostname of server for eg. http://<ip-address> or http://<domain-name> .
Provide valid user credentials of ESXi host on browser to gain web access.



https://clientreleases.s3.us-west-1.amazonaws.com/cgw/cgw-vm-esxi.ova

Exium CGW User Guide
Version 0.1.16

vmware

User name

Password

vmware ESXi
T Navigator

Manage

[J da11-c3.medium.xB6-01

) GetvCenter Server

Monitor

Virtual Machines ‘
3 storage
@ Networking

~ Hardware
Manufacturer
Model

» @ cPu
. vemory

| Recent tasks

—_— dall-c3.medium.x86-01

vmware ESXi”

) CreaaiRegister vt | (B Shutcown (i Reboo:

@ Retresh

00145408142 v | Hep~ | ()

£ Actons

ive purposes. LF Actions

ses. {3 Actions

Dell Inc.

PowerEdge RE515

~ Configuration

Image protile

104001-standard-packet-lonic (viten.net)
vSphere HA state

» vMotion

- Svstem Information

Task

2.

v Resull a

Right-Click on Virtual Machines & click on Create/Register VM:
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a N

vmware ESXi”

15 Navigator ] dat-c3medium.xae-01 |

) GetvCenter Server | 1) Create/Register v#4 | (i Shut down [ Reboot | @ Refresh | ¥ Actions

Manage
Monkor dall-c3.medium.xB6-01 CAPACITY. 671 Ghia
varsion 5.0 Update 3 Bukd 17007 o~ FREE: 51
§ Virtual Machines P Nomal (not connected o any vC :
B siorage 008 days CAPACITY. 6361 G8

@ Networking

L. The ESXi shell s enabled on this host. You should disable the shell unless it s ne

ry for administrative purposes, £ Actions
L. S5H is enabled on this host. You should disable SSH unless it is necessary for administrative purposes. £ Actions

@ You are currently using ESXi in ealuation mode. This license will expire in 80 days,

= Hardware = Configuration

Manutacturer Dell I Image profie ESXi-6.5.0-20201104001 - standard-packet-ionic (virten ne)

Model PowerEdge RE515 wSphere HA stale Hot configured
» @cru 24 CPUS x AMD EPYC 7402P 24-Core Processor + vhlotion Supparted
- Memory 636168
1 Recent tasks
Task v Taget «  Initiator v Queued v Result & « Completed v

3. Select “Deploy a virtual machine from an OVF or OVA file” & click
Next.

31 New virtual machine

B4 1 Select creation type

2 Select a name and guest OS

Select creation type

How would you like to create a Virtual Machine?
3 Select storage

4 Customize settings This option guides you through creating a new virtual

5 Ready to complete

4. Provide a name for the Virtual Machine and upload the downloaded OVA

Create a new virtual machine ‘

Deploy a virtual machine from an OVF or OVA file
|
Register an existing vi Deploy a vir

machine. You will be able to customize processors, memory,
network connections, and storage. You will need to install a
quest operating system after creation.

machine from an OVF or OVA file

file from Exium portal. Click Next

Finish

Cancel
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+ 1 Select creation type
3 Select storage
4 License agreements
5 Deployment options
6 Additional settings
7 Ready to complete

Select OVF and VMDK files
Select the OVF and VMDK files or OVA for the VM you would like to deploy

Enter a name for the virtual machine.

[cow

Virtual machine names can contain up to 80 characters and they must be unique within each ESXi instance.

X @ cgw-vm.ova

Finish Cancel

Keep default under storage setting and Click “Next”

3 New virtual machine - CGW

+ 1 Select creation type
+ 2 Select OVF and VMDK files
v (I
4 License agreements
5 Deployment options
6 Additional settings
7 Ready to complete

Select storage

Select the storage type and datastore

Standard Persistent Memory

Select a datastore for the virtual machine's configuration files and all of its’ virtual disks.

Name w Capacity ~ Free ~  Type ~ Thinpro... ~ Access
datastorel 216 GB 214.59 GB VMFS6 Supported Single

1

items

Finish

Cancel

5. Under Deployment Options, Select Network Mapping for Bridged and
HostOnly. They should be mapped with correct networks. Use Bridged for
WAN/Internet access and HostOnly for LAN/private network
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T3 New virtual machine - LGW.

¥ 1 Select creation type
2 Selact OVF and VMOK files
¥ 3 Select storage

5 Ready to complete

Deployment options

Select deployment optians

R Bridged VM Network
Hostonly  Inemal Network

Disk provisioning ® Thin () Thick

Power on automatically

Cancel

°I% Navigator

€9 VM Network

~ [ Host
Manage

Monitor

~ (41 Virtual Machines
- [ cow
Monitor
More VMs...
H Storage
-Q Networking
HE vmnic0

Monitor

+ € Internal Network

Monitor

jEditsetlings | eRefresh | Q»Actiuns

WVLAN ID: 0
« Virtual Machines (2)

@ cew

MAC Address 00:0c:29:a5:30:15 G

6. Select all the defaults and click Finish.

4

VM Network
Accessible Yes

} Virtual machines: 2

# Virtual switch B vSwitch0
VLAN ID 0
Active ports: 1

= vSwitch topology
€ VM Network ra =m Physical adapters

Bl vmnicO , 10000 Mbps, Full
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L5 Mew virtual machine - LGW

+ 1 Select creation type Ready to complete

/2 Salect OVF and VMK fles Review your settings selection before finisfing the wizard
¥ 3 Seloct storage
¥ 4 Deployment aptions
Product dum CG
B 5 Feady to complets Exium CGW
M Name: cow
G cgu-m-convert-1-diskLvmdk
Datastore satasiore1
hin

Bridged: VM

Watch progress Bar in Task and wait for process to complete.

Failback Yes

2] Recent tasks
Task v Target v | Initiator ~ Queued v | Started ~ Result a « Completed v v

0410872021 15:53.04 @ A B0%

Upload disk - xiges-vm-convert.1-diskL vk (1 of 1) Low oot L

Import VA

Note: Remove second interface if CGW uses single interface for WAN and LAN
connectivity.

a. Click on CGW VM name
b. Click on Edit Setting
c. Remove second interface

3.7.1.3 Set VM Password

Set your own password during first login by providing default username and
password mentioned below.

Login: cgw
Password: cgw

After successful login to CGW VM, switch user account and become "root" user
by executing "sudo su" command.
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Ubuntu 18.04.5 LTS exium-cgw ttyl

your password immediately (root enforced)

on ttyl
¥ 4.15.0-136-generic

System information as of Thu Apr 8 10:49:38 UTC 2021

em load: 0.0
e of /1 40, pf 8.79GB

Note: Password prompt will again appear for networking setup.

3.7.1.4 Install IP addresses on vNICs

After setting the password on the VM terminal, it will again ask to provide
password to run the bootstrap script which takes care of IP address allocation
using DHCP.

IP address allocation can be handled with below approaches:

e If interfaces on the VM are connected to DHCP enabled network, then
IP will be allocated by DHCP server (see below “Bootstrap Script”)

e In case of multiple interfaces, if one of the interfaces on the VM is
connected to DHCP enabled network, then one interface will get IP from
DHCP server, and another must be configured manually (see below
“Manual IP Configuration”)

e If interfaces on the VM do not have DHCP enabled network, then user
must configure IP addresses manually (see below “Manual IP
Configuration”)

Bootstrap Script

e Script will verify minimum networking requirements and accordingly
provide instructions on terminal:
o Script will pull interface names and request DHCP allocation
* Configured retries for each interface - 3
* Configured timeout for each DHCP request - 30 seconds
o Case-1: No interface present on CGW VM
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= Jf minimum one interface is not available, then execution will end
with warning

for cqu:

exium-cgw £ twori- Setup preparation script execution start. /home/cgw/xbootstrap.sh

exium-cgw s L Minimum 1 intertace required to bring up CGh

exium-caw : WARN Found no interface. Please add required interface and run the script manua
9 exium-cqw HE ' setup did not complete. Interfaces did not get IP allocated from D

exium-cgw E 2/ /xbootstrap.sh

exium-cgw £
9 exium-cgw T # G #i i i i ##; ##; ##:
exium-cgw : Follow below ste a on interfac
exium-cgw B
exium-cgw : 1) open user manual 'Exium CGW OVA - User Manual.pdf®
exium-cgw 1 1.a) If you do_not have it down]oad i1t from below link:
exium-cgw : https: ¢ lientrel s .us s onaws . com/xLgw/Ex1um+CGWHOVA+-+User+Manual .
exium-cgw : 2) Refer section 3 L 5 s
exium-cgw : 2.a) It will provide com to conflgure IP on interfaces
exium-cgw : 2.b) It o 1nclud eps to make IPs pe
exium-cgw : 3) For queries, contact Exium support pport@exium.net
9 exium-cgw £

o Case-2: DHCP on one interface only
* In case two interfaces are available and one of the interfaces gets
IP from DHCP, but second interface does not:
e Execution will end with warning

[sudo] for cgw:
exium-cgw : Network Setup preparation script execution start. /home/cgw/xbootstrap.sh
exium-cgw : Minimum required interfaces are present
exlum-cgw HE'E 'd IP 1s present on enp@s3
exium-cgw 2 ali nt on enpBs8
8 In‘terface enpBsg doe
DHCP on interface enp
Start of execution
End of execution
DHCP on interface enp
1 Start of execution
ex1um-cgw : End of execution =
exium-cgw H on interface enp
exlum-cgw : rt of execution
exium-cgw H
exium-cgw =
exium-cgw : Getting interfaces operatior
exium-cgw : Getting sta of interface
exium-cgw = p
exium-cgw =
exium-cgw 8 Interface enp 8 1s U
exium-cgw : Logging at of interface notready to /fetc/xlg L
exium-cgw H N Network setup did not complete. Interfaces did not get IP allocated from DHCP.
> ex1um-cgw H OTICE: Please conflgure the interfaces manually, and run the script again.
exium-cgw H <bootst sk
exium-cgw
exium-cgw
exium-cgw =
exium-cgw 8 (1 ; User Manual.pdf®
exium-cgw g a) f d }.  it, load 1t from below lir
exium-cgw 8 1 1 5 . aws .
exium-cgw o 2) Refer
) ex1um-cgw : 2.a) It will provide commands to configure I
exium-cgw : 2.b) It al
exium-cgw : 3) For any queries,
exium-cgw H. Ht R
exium-cgw =
ing for Ide te o
€ gw@exium- cgw

e Refer “Manual IP Configuration” section included below
e After configuring IP addresses manually on VM, user can

run below script to get URLSs to access CGW Ul
# sudo /home/cgw/xbootstrap.sh

o Case-3: DHCP on both interfaces
» [finterfaces get IP addresses from DHCP and states are up:

e Execution will end and it will show the URLs which can be
used to access CGW Ul
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[sudo]

Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug

cl]

09 €
09 €
09 €
09 €
09 €
09 €

89

09 ¢
09 €
09 €
09 €
09 €
09 €
09 6
09 €
09 €

cl]

089 @ H
09 @8:

[sudo]
Aug €
Aug €
Aug €
Aug 6
Aug 6
Aug B8
Aug €
Aug €
Aug €
Aug €
Aug €
Aug €
Aug 6
Aug 6
Aug 09

exium-cgw
ium-cgw
(LUM- Cgw
ex1um-cgw
Lum-cgw
exium-cgw
exium-cgw

um-cgw
exium-cgw
ex1um-cgw
exium-cgw
Lum-cgw
ex1um-cgw
exium-cgw
(Lum-cgw
exium-cgw

Network Setup preparation script execution start.

Mlnlmum requ1red interfac are present
Valid IP 1s present on enpBs3
Valid IP 1s NOT present on enp8s&
Interface enp0s8 does not have IP, try DHCP...
DHCP on interface enp0s8, attempt 1
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/home/cgw/xbootstrap.sh

Start of execution sudo bin/dhclient enp@s8
End of execution == udo in/dhclient enpBs8

Interface enp8s8 got IP from DH
uettlng interfaces operational state
Getting status of interface enpBs3
Interface enp@
Getting stat
Interface enp@
Logging sta
3

ed from URL
d from URL:
R

Case-4: IP addresses are already assigned on both interfaces
= Ifvalid IP present on interface:

Execution will end with validations on both interface

Instructions will show URLs which can be used to access

CGW UI
For eg: CGW UI access URL format would be
http://<CGW-1P>:9630

Each time user logs into CGW VM using “cgw” user credentials,
bootstrap script will run and validate the interface IPs and states.

cgw:
exium-cgw
exium-cgw
exium-cgw
exium-cgw
exium-cgw
exium-cgw
exium-cgw
exium-cgw
exium-cgw
exium-cgw
exium-cgw
exium-cgw
exium-cgw
exium-cgw

06 exium-cgw

Network Setup preparation script execution start.
Mlnlmum requ1red interfac are present

uettlng interfaces operation

Getting status of interface => enpds3
Interface en s up

Getting stat interface == enp@s8
Interface enpc 1

Logglng a

#

NetworF betup preparatlon acrlpt executlcn end.

Manual IP configuration

o No DHCP on interface
e Ifassociated/attached network does not allocate IP address using
DHCP then execution will end with warning

/home /c gw/xbootstrap.sh

. /home/cgw/xbootstrap.sh
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not
HARMIMG: Net tup did not comp

MOTICE: PL

. R R R R R A R R R R R R R R R R e R R i
R HA R AR AR R R R R e
: w LU : : Metwork ~ation script cution end. shon

Use Command “sudo ip addr” to check interfaces installed:

Note: If there is only one interface then skip command/step for another
interface.

Use below commands to configure IP addresses manually:

# sudo ifconfig enp0s3 <WAN-ip-address>/<WAN-mask> up
# sudo ifconfig enp0s8 <LAN-ip-address>/<LAN-mask> up

oute

up default glen 1

Use “netplan” utility to make IP addresses static on VM.
o Edit existing netplan and include the IP address installed manually.
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# sudo vim /etc/netplan/00-installer-config.yaml

¢ Add interface details:
o Name of the interface
o dhcpvy: false
o addresses: IP address to be installed: Same IP which was configured
manually
o gateway4: Default gateway of the interface

D-installer-config.uaml
subiguity’

e Apply the configuration:
# sudo netplan apply

e Verify configuration
# sudo netplan try
e Press enter, when the timer starts.
o Configuration Accepted will be shown in case of successful
scenario.

1 115 seconds

o After configuring IP addresses manually on VM, user can run below script to
get URLs to access CGW UI
# sudo /home/cgw/xbootstrap.sh

e Verify the local time on the VMware machine is correct. If it is not, update the
time using Network Time Protocol.

e Verify internet is accessible from CGW VM. If not, update the network settings
accordingly.
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e In case Cyber Gateway (CGW) is configured with 2 separate interfaces (vNICs).
One interface for internet access (WAN) and another interface connected on
LAN network, then make sure both vNICs are configured with different subnets
or associated to different networks.

o In case Cyber Gateway (CGW) is configured with 2 separate interfaces (vNICs),
All the machines/devices behind the Cyber Gateway must be configured with
Default Gateway i.e. IP address configured on the LAN interface of Cyber
Gateway VM. Those machines must be reachable from CGW LAN interface.

3.7.1.5 CGW Software Installation

After IP addresses installation, bootstrap script will check internet connectivity.
If internet is not accessible, then script will exit with warning, else it will
continue with installation procedure.

Check default routes and verify DNS resolution and internet connection work
from CGW VM. Once internet is accessible from CGW VM, run bootstrap script
again to complete installation process.

###############################################################
ution end. sho tstH

[0K]
###############################################################
Exium repo entry if not p 1
###############################################################
list ium, list with Exium repo entry creg

###############################################################
all CGHW dependencies..
###############################################################

_ubuntu.

Installation includes, CGW dependent packages installation, tuning parameters
setting and latest CGW application software installation.

After successful installation, terminal will show below output:

###############################################################
fully
GH conf

############### B ey ## N T

Navigate to Section 3.11, to setup CGW.

3.7.2 Deploy on VMWare ESXi using vSphere Client

3.7.2.1 Pre-requisites
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4. VMWare ESXi 6.5 or above installed and running in bare metal or customer
data center.

Admin privilege to deploy VMs and edit network settings

Link to download Exium CGW OVA

owv

3.7.2.2 Steps to deploy

To deploy a Cyber Gateway on vSphere Hypervisor (ESXi), follow below steps:
Log in to the vSphere Hypervisor (ESXi) Server with the vSphere Client.

Provide valid user credentials and management IP address of the ESXi host on
VMware vSphere Client login screen.

@ VMware vSphere Client I
vmware

VMware vSphere™

Client

To directly manage a single host, enter the IF address or host name.
To manage multiple hosts, enter the IP address or name of a
vCenter Server.

IF address [ Mame: |192. 168.0.1 LI
User name: Iroot
Password: I"""""""ﬁ

™ Use Windows session credentials

Login I Close | Help

2. Go to File > Deploy OVF Template....
(%) 192.168.0.1 - vSphere Client

m‘ Edit View Inventory Administraticn Plug-ins Help
Mew J i

;" Deploy OVF Template... ||;
Export 3
Report 3
Browse VA Marketplace..,
Print Maps 2
Exit

Administration

3. Complete one of the following procedures:
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a. Enter the following URL for the App Connector image into the provided
field: https://clientreleases.s3.us-west-1.amazonaws.com/cgw/cgw-vm-esxi.ova,
then click Next:

If this option is selected, the image is downloaded from the URL and uploaded
to the vSphere Hypervisor (ESXi) server from the local system.

If you've already downloaded the VMware image to your local
system, Browse... to the location of the image file, then click Next.

4. Verify that the OVF Template Details are correct, then click Next.

The Name and Location specified in vSphere Hypervisor (ESXi) has no impact

on the Exium service. So, select a name and folder that is suitable for your

organization, then click Next.

6. After you are asked to select a Storage configuration, make sure that you
select Thin Provision for the disk format, then click Next. This selection
generally results in smaller disk space utilization.

k4

(" Thidk Provision Lazy Zeroed
{ " Thidk Provision Eager Zeroed

* Thin Provision

Ensure that Power on after deployment is selected, then click Finish.

Within the Recent Tasks panel, you can monitor the deployment progress.
After the deployment has successfully completed, ensure that the VM has
powered on before proceeding to the next step.

7. Edit network settings, by clicking on Edit button available for CGW VM. Select
Network Mapping for Bridged and HostOnly. They should be mapped with
correct networks. Use Bridged for WAN/Internet access and HostOnly for
LAN/private network.

Note: Remove second interface if CGW is planned to have single interface for
WAN and LAN connectivity.

3.7.2.3 Set VM Password

Set your own password during first login by providing default username
mentioned below.

Login: cgw
Password: cgw


https://clientreleases.s3.us-west-1.amazonaws.com/cgw/cgw-vm-esxi.ova
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After successful login to CGW VM, switch user account and become "root" user
by executing "sudo su" command.

Ubuntu 18.04.5 LTS exium-cguw ttyl

assword immediately (root enforced)

021 on ttyl
nux 4.15.0-136-generic xB6_64)

ntu.com
ca

C 2021

load: 0. y 1 Proc
e of /1 40 of 8 S e Us

3.7.2.4 Install IP addresses on vNICs

After setting the password on the VM terminal, it will again ask to provide
password to run the bootstrap script which takes care of IP address allocation
using DHCP.

[P address allocation can be handled with below approaches:

e If interfaces on the VM are connected to DHCP enabled network, then
IP will be allocated by DHCP server (see below “Bootstrap Script”)

e In case of multiple interfaces, if one of the interfaces on the VM is
connected to DHCP enabled network, then one interface will get IP from
DHCP server, and another must be configured manually (see below
“Manual IP Configuration”)

e If interfaces on the VM do not have DHCP enabled network, then user
must configure IP addresses manually (see below “Manual IP
Configuration”)

Bootstrap Script

e Script will verify minimum networking requirements and accordingly
provide instructions on terminal:
o Script will pull interface names and request DHCP allocation
= Configured retries for each interface - 3
* Configured timeout for each DHCP request - 30 seconds
o Case-1: No interface present on CGW VM



Exium CGW User Guide Page 25
Version 0.1.16

= Jf minimum one interface is not available, then execution will end
with warning

for cqu:

exium-cgw £ twori- Setup preparation script execution start. /home/cgw/xbootstrap.sh

exium-cgw s L Minimum 1 intertace required to bring up CGh

exium-caw : WARN Found no interface. Please add required interface and run the script manua
9 exium-cqw HE ' setup did not complete. Interfaces did not get IP allocated from D

exium-cgw E 2/ /xbootstrap.sh

exium-cgw £
9 exium-cgw T # G #i i i i ##; ##; ##:
exium-cgw : Follow below ste a on interfac
exium-cgw B
exium-cgw : 1) open user manual 'Exium CGW OVA - User Manual.pdf®
exium-cgw 1 1.a) If you do_not have it down]oad i1t from below link:
exium-cgw : https: ¢ lientrel s .us s onaws . com/xLgw/Ex1um+CGWHOVA+-+User+Manual .
exium-cgw : 2) Refer section 3 L 5 s
exium-cgw : 2.a) It will provide com to conflgure IP on interfaces
exium-cgw : 2.b) It o 1nclud eps to make IPs pe
exium-cgw : 3) For queries, contact Exium support pport@exium.net
9 exium-cgw £

o Case-2: DHCP on one interface only
* In case two interfaces are available and one of the interfaces gets
IP from DHCP, but second interface does not:
e Execution will end with warning

[sudo] for cgw:
exium-cgw : Network Setup preparation script execution start. /home/cgw/xbootstrap.sh
exium-cgw : Minimum required interfaces are present
exlum-cgw HE'E 'd IP 1s present on enp@s3
exium-cgw 2 ali nt on enpBs8
8 In‘terface enpBsg doe
DHCP on interface enp
Start of execution
End of execution
DHCP on interface enp
1 Start of execution
ex1um-cgw : End of execution =
exium-cgw H on interface enp
exlum-cgw : rt of execution
exium-cgw H
exium-cgw =
exium-cgw : Getting interfaces operatior
exium-cgw : Getting sta of interface
exium-cgw = p
exium-cgw =
exium-cgw 8 Interface enp 8 1s U
exium-cgw : Logging at of interface notready to /fetc/xlg L
exium-cgw H N Network setup did not complete. Interfaces did not get IP allocated from DHCP.
> ex1um-cgw H OTICE: Please conflgure the interfaces manually, and run the script again.
exium-cgw H <bootst sk
exium-cgw
exium-cgw
exium-cgw =
exium-cgw 8 (1 ; User Manual.pdf®
exium-cgw g a) f d }.  it, load 1t from below lir
exium-cgw 8 1 1 5 . aws .
exium-cgw o 2) Refer
) ex1um-cgw : 2.a) It will provide commands to configure I
exium-cgw : 2.b) It al
exium-cgw : 3) For any queries,
exium-cgw H. Ht R
exium-cgw =
ing for Ide te o
€ gw@exium- cgw

e Refer “Manual IP Configuration” section included below
e After configuring IP addresses manually on VM, user can

run below script to get URLSs to access CGW Ul
# sudo /home/cgw/xbootstrap.sh

o Case-3: DHCP on both interfaces
» [finterfaces get IP addresses from DHCP and states are up:

e Execution will end and it will show the URLs which can be
used to access CGW UI
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cl]
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[sudo]
Aug €
Aug €
Aug €
Aug 6
Aug 6
Aug B8
Aug €
Aug €
Aug €
Aug €
Aug €
Aug €
Aug 6
Aug 6
Aug 09

exium-cgw
ium-cgw
(LUM- Cgw
ex1um-cgw
Lum-cgw
exium-cgw
exium-cgw

um-cgw
exium-cgw
ex1um-cgw
exium-cgw
Lum-cgw
ex1um-cgw
exium-cgw
(Lum-cgw
exium-cgw

Network Setup preparation script execution start.

Mlnlmum requ1red interfac are present
Valid IP 1s present on enpBs3
Valid IP 1s NOT present on enp8s&
Interface enp0s8 does not have IP, try DHCP...
DHCP on interface enp0s8, attempt 1
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/home/cgw/xbootstrap.sh

Start of execution sudo bin/dhclient enp@s8
End of execution == udo in/dhclient enpBs8

Interface enp8s8 got IP from DH
uettlng interfaces operational state
Getting status of interface enpBs3
Interface enp@
Getting stat
Interface enp@
Logging sta
3

ed from URL
d from URL:
R

Case-4: IP addresses are already assigned on both interfaces
= Ifvalid IP present on interface:

Execution will end with validations on both interface

Instructions will show URLs which can be used to access

CGW UI
For eg: CGW UI access URL format would be
http://<CGW-IP>:9630

Each time user logs into CGW VM using “cgw” user credentials,
bootstrap script will run and validate the interface IPs and states.

cgw:
exium-cgw
exium-cgw
exium-cgw
exium-cgw
exium-cgw
exium-cgw
exium-cgw
exium-cgw
exium-cgw
exium-cgw
exium-cgw
exium-cgw
exium-cgw
exium-cgw

06 exium-cgw

Network Setup preparation script execution start.
Mlnlmum requ1red interfac are present

uettlng interfaces operation

Getting status of interface => enpds3
Interface en s up

Getting stat interface == enp@s8
Interface enpc 1

Logglng a

#

NetworF betup preparatlon acrlpt executlcn end.

Manual IP configuration

o No DHCP on interface
e Ifassociated/attached network does not allocate IP address using
DHCP then execution will end with warning

/home /c gw/xbootstrap.sh

. /home/cgw/xbootstrap.sh
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not
HARMIMG: Net tup did not comp

MOTICE: PL

. R R R R R A R R R R R R R R R R e R R i
R HA R AR AR R R R R e
: w LU : : Metwork ~ation script cution end. shon

Use Command “sudo ip addr” to check interfaces installed:

Note: If there is only one interface then skip command/step for another
interface.

Use below commands to configure IP addresses manually:

# sudo ifconfig enp0s3 <WAN-ip-address>/<WAN-mask> up
# sudo ifconfig enp0s8 <LAN-ip-address>/<LAN-mask> up

oute

up default glen 1

Use “netplan” utility to make IP addresses static on VM.
o Edit existing netplan and include the IP address installed manually.
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# sudo vim /etc/netplan/00-installer-config.yaml

¢ Add interface details:
o Name of the interface
o dhcpvy: false
o addresses: IP address to be installed: Same IP which was configured
manually
o gateway4: Default gateway of the interface

D-installer-config.uaml
subiguity’

e Apply the configuration:
# sudo netplan apply

e Verify configuration
# sudo netplan try
e Press enter, when the timer starts.
o Configuration Accepted will be shown in case of successful
scenario.

1 115 seconds

o After configuring IP addresses manually on VM, user can run below script to
get URLs to access CGW UI
# sudo /home/cgw/xbootstrap.sh

e Verify the local time on the VMware machine is correct. If it is not, update the
time using Network Time Protocol.

e Verify internet is accessible from CGW VM. If not, update the network settings
accordingly.
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e In case Cyber Gateway (CGW) is configured with 2 separate interfaces (vNICs).
One interface for internet access (WAN) and another interface connected on
LAN network, then make sure both vNICs are configured with different subnets
or associated to different networks.

o In case Cyber Gateway (CGW) is configured with 2 separate interfaces (vNICs),
All the machines/devices behind the Cyber Gateway must be configured with
Default Gateway i.e. IP address configured on the LAN interface of Cyber
Gateway VM. Those machines must be reachable from CGW LAN interface.

3.7.25 CGW Software Installation

After IP addresses installation, bootstrap script will check internet connectivity.
If internet is not accessible, then script will exit with warning, else it will
continue with installation procedure.

Check default routes and verify DNS resolution and internet connection work
from CGW VM. Once internet is accessible from CGW VM, run bootstrap script
again to complete installation process.

###############################################################
ution end. sho tstH

[0K]
###############################################################
Exium repo entry if not p 1
###############################################################
list ium, list with Exium repo entry creg

###############################################################
all CGHW dependencies..
###############################################################

_ubuntu.

Installation includes, CGW dependent packages installation, tuning parameters
setting and latest CGW application software installation.

After successful installation, terminal will show below output:

###############################################################
fully
GH conf

############### B ey ## N T

Navigate to Section 3.11, to setup CGW.
3.7.3 Deploy on Windows laptop running with VirtualBox
3.7.3.1 Pre-requisites

1. Oracle VirtualBox 6. (or above) must be pre-installed on user laptop
(windows). Install it if already not installed to proceed further.
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- Open VirtualBox and select “Help” on top menu bar.
- Select “About VirtualBox...” to verify the version installed on the laptop.
2. CGW OVA (cgw-vm.ova) is downloaded and saved on the user laptop.
3. Link to download ova:
https://clientreleases.s3.us-west-1.amazonaws.com/cgw/cgw-vm.ova

¥# Oracle VM VirtualBox Manager

File Machine = Help
f Contents... Fl
VirtualBox Web Site...

& AR Gap

Preferences  Import Export New  Add

19Y oo B
UL ©
VirtualBox Bug Tracker...

VirtualBox Forums...
Oracle Web Site...

About VirtualBox.. ORACLE
VM

X @O®

gy’

VirtualBox

6 o 1
Version 6.1.14r140239 (Qt5.6.2)

Copyright © 2020 Orade Corporation and/or its affiliates. All rights reserved.

Close

3.7.3.2 Steps to deploy

1. Import CGW virtual appliance
a. On VirtualBox home screen, select “File” option from top menu
bar

b. Select “Import Appliance...”

¥ Oracle VM VirtualBox Manager
File  Machine Help

&7 Preferences... Ctrl+G ﬁ = <§9 @ @ {:} EI:,]

L)

L
[5) Import Appliance... Ctrl+1 Preferences  Import Export New  Add
(R} Expert Appliance... Ctrl+E Welcome to VirtualBox!
3 New Cloud VM...

The left part of application window contains global

Virtual Media Manager... Cirl+D Qg;:;tagjt;n: create new VMs using correspand
s Ly e ShEt You can press the F1 key to get instant help, or v
& Network Operations Manager...
& Checkfor Updates...
A\ Reset All Warnings
@ Exit Ctrl+Q

2. On new window, select the path where the cgw-vm.ova is saved on local
user laptop.
Click on “Next”.


https://clientreleases.s3.us-west-1.amazonaws.com/cgw/cgw-vm.ova
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Import Virtual Appliance

Appliance to import

Please choose the source to import appliance from. This can be a local file system to import OVF archive or one of known doud service providers to import doud
VM from,

Source: |Local File System -

Please choose a file to import the virtual appliance from. VirtualBox currently supports imparting appliances saved in the Open Virtualization Fermat (OVF). To
continue, select the file to import below.

File: |C: Workspace'wlgw\cgw-vm.ova | m

Expert Mode Cancel

3. New window will show all the default parameters set with cgw-vm.ova.
User can modify default “CPU” and “RAM” on the same window. Those
can be selected and modified according to user’s requirement.

By default, 1 CPU and 2GB RAM is configured. Click on “Import”.
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3.7.3.3

< Import Virtual Appliance
Appliance settings

properties shown by double—cicking on the items and disable athers using the check boxes below.
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These are the virtusl machines contained in the appliance and the suggested settings of the imported VirtualBox machines. You can change many of the

Virtual System 1

2 Name cgw-vm

& Product Exium CGW
&) Product-URL exium.net

&) Vendor Exium

&) Vendor-URL exium.net

& Version

&) Description Exium LGW OVA

FH Guest 05 Type Ubuntu (64-bit)

&l cru 2
& ram 4096 MB
@ ovp

(5 USE Controller

({2 Sound Card

EP Network Adapter

[EP Network Adapter

<> Storage Controller (IDE) ~ PIIX4

> Storage Controller (IDE) ~ PIIX4

v 4 Storage Controller (SATA)  AHCI

Virtual Disk Image
Base Folder

Primary Group /

CH ACT
ntel PRO/1000 MT Desktop (82540EM)
Intel PRO/1000 MT Desktop (82540EM)

xlgw-vm-disk001 vmdk
Ci\Users\saura\VirtualBox VMs

Machine Base Folder: | || C:\Users\sauralVirtualgos WMs

MAC Address Policy: | Include nly NAT network adapter MAC addresses

Additional Options: ] Import hard drives as VDI
Appliance is not signed

Restore Defauits| [ Import | | cancel

4. Once the disk is created, “cgw-vm” can be seen on left panel.

¥ Oracle VM VirtualBox Manager
File Machine Help

Networking Setup

7 — XN

New Settings Discard Start

=) General

Name: cgw-vm

Operating System:  Ubuntu (54-bit)

@ System

Base Memory: 2048 MB

Boot Order: Floppy, Optical, Hard Disk
Acceleration:  VT-xfAMD-V, Nested Paging, KVM Paravirtualization
[H) pisplay

Video Memory: 16 MB

Graphics Controller: VMSVGA
Remote Desktop Server: Disabled
Recording: Disabled

Storage

Controller: IDE

IDE Secondary Master:
Controller: SATA

SATA Port 0:

{p Audio

Host Driver:
Controller:

B Hetwork

(5 usB

USB Controller:  OHCI
Device Filters: 0 {0 active)

[C] shared folders
Mone

&) Description
Exiur CGW OVA

[Optical Drive] Empty

cgw-vm-disk00 1.vdi (Normal, 10.00 GB)

Windows DirectSound
ICH ACS7

Minimum two interfaces would be required on “cgw-vm”.
a. WAN interface (Bridged Network) for internet access
b. LAN interface for CGW connection to VMs/networks behind CGW
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Option-A Option-B

N e N

\_ VirtualBox / \_ VirtualBox /

There are two options, user can setup the CGW on local laptop.
a. Option-A: Laptop hosts CGW on VirtualBox, VMs or network behind
CGW are hosted outside user’s laptop.
b. Option-B: Laptop is hosting CGW and other VMs/networks (which user
wants to access via CGW)

Approach mentioned in option A would require additional networking setup
where user must connect another laptop/machine with ethernet cable or wifi
hotspot. User will need to configure network adapter for LAN accordingly.

Refer below steps to configure network interfaces for option B approach:
1. Right click on the VM name (visible on left panel of VirtualBox home
screen) and select “Settings...”

18 Oracle VM VirtualBox Manager
| File  Machine Help
b

g G@ oD

New Settings Discard Start

@f =] General
@ . Name: cgw-vm
L Seftings... Ctrl+S. Operating System: Ubuntu {4-bit)
[ (3 Clone.. Ctl+0 @ system
5] Move... Base Memory: 2048 MB
@ Exportto OCl.. Boot Order:  Floppy, Optical, Hard Disk
Acceleration:  VT-x/AMD-V, Nested Paging, KVM Paravirtualization
#  Remove..
(9] pisplay
& Group
Video Memory: 16 MB
|_1c> Start » Graphics Contraller: VMSVGA
Remote Desktop Server: Disabled
Pause Recording: Disabled
Reset Storage
@) Close Controller: IDE
IDE Secondary Master:  [Optical Drive] Empty
. -, Cantroller: SATA
- (e i SATA Port 0 cqu-vm-disk00 1.vdli (Normal, 10.00 GB)
F| Show Log... Ctrl+L
> 9 (0 Audio
Refresh
Host Driver;  Windows DirectSound
Controller:  ICH ACS7
Show in Explorer ontroter
m Create Shortcut on Desktop @ rk
i (5 usB
! 88 son
) USE Controller:  OHCI
: £ Search Ctrl+F Device Fiters: O (0 active)
'

[C] shared folders
None

(E) Description
Exiur CGW OVA

2. On settings window, select “Network” which will show Adapters (1 to 4)
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2 cgw-vm - Settings ? x
E General Network

@ System Adapter 1 Adapter 2 Adapter 3 Adapter 4

|§| Display Enable Metwork Adapter

@ Storage Attached to: |Bridged Adapter hd

MName: | Qualcomm QCAG1x4A 802, 11ac Wireless Adapter hd

(D:I Audio W Advanced

@ Network Adapter Type: | Intel PRO/1000 MT Desktop (82540EM) -
@ Serial Ports Promiscuous Mode: | Allow All =
& UsB MAC Address: [08002739C958 | ®

Cable Connected
Ij Shared Folders
Port Forwarding

EI User Interface

cancel

WAN Interface: Adapter 1

Select “Enable Network Adapter”, if it is not enabled already

Select “Bridged Adapter” from drop down list in “Attached to” setting
Name will show Wireless Adapter on laptop selected by default

Open up “Advanced” setting and select “Allow All” from drop down list
in “Promiscuous Mode” setting

e. Click “OK” to save configuration.

S

Note: If CGW is planned to have single interface for WAN and LAN
connectivity then skip below steps to add new Adapter.

3. On network setting window, select “Adapter 2”:
Skip this step if CGW uses single interface for WAN and LAN connectivity.
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{3‘ cgw-vm - Settings

9 General

[®] system

] Display

@ Storage

GD] Audio

B Network
£ sersiPorts
£ use

[] shared Folders
] userinterface

Network

Adapter 1

Adapter 2

Adapter 3 Adapter 4

Enable Metwork Adapter

Attached to:

MName:

W Advanced

Adapter Type:
Promiscuous Mode:

MAC Address:

Host-only Adapter 4

VirtualBox Host-Only Ethernet Adapter #3 -

Intel PRO/1000 MT Desktop (82540EM)

Allow Al

(0800274095 7F

Cable Connected

Port Forwarding

Cancel

LAN Interface: Adapter 2
Select “Enable Network Adapter”, if it is not enabled already

Select “Host-only Adapter” from drop down list in “Attached to” setting
Name will show VirtualBox Host-Only Ethernet Adapter

Open up “Advanced” setting and select “Allow All” from drop down list
in “Promiscuous Mode” setting
Click “OK” to save configuration.

apow

e.

Follow below steps to find configuration of VirtualBox Host-Only Ethernet
Adapter:
a. On VirtualBox home screen, select “File” option from top menu bar

b. Select “Host Network Manager...” from list, a new window will open and
show available virtual network adapters.

Note: User must use “Bridged Adapter” settings in case physical machine is
connected on LAN interface.
VvNIC inside VM must be configured with an IP address manually

Physical machine connected via Lan must configure Above IP as default
GW to access the internet and other services

¥¥ Oracle VM VirtualBox Manager

File Machine Help

&

e B arlmp 28

Preferences...

Import Appliance...
Export Appliance...
New Cloud UM...

Virtual Media Manager...
Host Network Manager...

Ctrl+G

Ctrl+l

Ctrl+E

Ctrl+D
Ctrl+H

Network Operations Manager...

Check for Updates..
Reset All Warnings

Exit

Ctrl+Q

@@ 9.
New Settings Discard Start
[= General

Name: igw-vm
Operating System:  Ubuntu (64-bit)

[ system

Base Memory: 2048 MB
Floppy, Optical, Hard Disk
VT-x[AMD-V, Nested Paging, KVM Paravirtualization

EBoot Order:
Acceleration:

[ pisplay

Video Memory:

Graphics Controller:
Remote Desktop Server:
Recording:

15 MB

YMSVGA
Disabled
Disabled
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192.168.56.1/24
192.168.57.1/24
192.168.233.1/24

VirtualBox Host-Only Ethernet Adapter
VirtualBox Host-Only Ethernet Adapter 22
VirtualBex Host-Only Ethernet Adapter #3

Host Network Manager - O X
Network

Create  Remove Properties

Name IPv4 Address/Mask  |Pvb Address/Mask  DHCP Server

Enable
Enable
Enable

Adapter  DHCP Server
(O Configure Adapter Automatically

(® Configure Adapter Manually

1Pv4 Address: [192.168.56.1

IPv4 Network Mask: ‘255.255.255‘[]

IPv6 Address: | fe80::!

77:8da0:697:2965

IPv6 Prefix Length: 64

Reset

Apply

Close

3.7.3.4  Start Virtual Machine

Right click on the VM name (visible on left panel of VirtualBox home screen)

and select “Start” from list for “Normal Start” of cgw-vm.

¥ Oracle VM VirtualBox Manager
|
File Machine

g e

Help

0 &

New  Settings
=] General

Exdum CGW OVA

.

Discard  Start

. Name: cgw-vm
() Seftings.. Ctrl+5 Operating System:  Ubuntu (54-bit)
! (3 Clone.. Ctrl+0 [&] system
I oa Move.. Base Memory: 2043 MB
I (R} Exportto OCI.. Boot Order: Floppy, Optical, Hard Disk
i Acceleration:  VT-x/AMD-V, Nested Paging, KVM Paravirtualization
i ﬁ Remove... @ Displa
i isplay
i @ Group
i Video Memory: 16 MB
1 Graphics Controller: VMSVEA
3
i Q Start Remote Deskiop Server: Disabled
i Pause Recording: Disabled
l
i Reset ] storage
| -
i @) Close 3 Contraller: IDE
i IDE Secondary Master:  [Optical Drive] Empty
! Di d Saved State... Controller: SATA
: e fseare saves it SATA Port 0: cau-ym-disk00L. vl (Normal, 10.00 GE)
G| Show Log.. Ctrl+L
: G 9 0 Audio
| Refresh
! Host Driver:  Windows DirectSound
i Controller:  ICH ACS7
! Show in Explorer onrofer
| Netwo
] a Create Shortcut on Desktop 3 rk
i £ use
! Eﬁ Sort
! USB Controller: OHCI
1 JD Search Ctrl+F Device Filters: 0 (0 active)
i ] shared folders
i MNone
i E) Description
i
|

Set Password

Set your own password during first login by providing default

mentioned below.

Login: cgw
Password: cgw

username
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After successful login to CGW VM, switch user account and become "root" user
by executing "sudo su" command.

your password immediately (root enforced)

UTC 2021 on ttyl
GNU/Linux 4.15.0-136-generic

3.7.3.6 Install IP addresses on vNICs

After setting the password on the VM terminal, it will again ask to provide
password to run the bootstrap script which takes care of IP address allocation
using DHCP.

IP address allocation can be handled with below approaches:

e If interfaces on the VM are connected to DHCP enabled network, then
IP will be allocated by DHCP server (see below “Bootstrap Script”)

e In case of multiple interfaces, if one of the interfaces on the VM is
connected to DHCP enabled network, then one interface will get IP from
DHCP server, and another must be configured manually (see below
“Manual IP Configuration”)

e If interfaces on the VM do not have DHCP enabled network, then user
must configure IP addresses manually (see below “Manual IP
Configuration”)

Bootstrap Script

e Script will verify minimum networking requirements and accordingly
provide instructions on terminal:
o Script will pull interface names and request DHCP allocation
* Configured retries for each interface - 3
* Configured timeout for each DHCP request - 30 seconds
o Case-1: No interface present on CGW VM
* Jf minimum one interface is not available, then execution will end
with warning
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exium-cgw E twur% Setup preparation script execution start. fegw/xbootstrap.sh

exium-cgw S Minimum 1 interface required to bring up

exium-caw T WARN Found nc interface. Ple add required interface and run the script manua
9 exium-cgw : WARN > setup did not complete. Interfaces did not get IP allocated from D

exium-cgw £ 2/ /xbootstrap.sh

exium-cgw B

exium-cgw B s H#Ht it it H#Hit H#it H#it i

exium-cgw : Follow below steps to configure IP

exium-cgw £

exium-cgw : 1) Open user manual 'Exium CGW OVA - User Manual.pdf'

exium-cgw : l.a) If you do not have it down]o d 1t from b

exium-cgw : https: 1

exium-cgw 1 2) Refer section 3 L 5

exium-cgw : 2.a) It will prmlde commands to configure TP on interfaces

exium-cgw : 2.b) It o includes steps to make IPs 1

exium-cgw :  3) For querl 1 ium.net
9 exium- cgw B H# :

it Do

o Case-2: DHCP on one interface only
* In case two interfaces are available and one of the interfaces gets
IP from DHCP, but second interface does not:
e Execution will end with warning

[sudo] for cgw:
exium-cgw : Network Setup preparatlon seript executlon start. /home/cgw/xbootstrap.sh
exium-cgw B
exium-cgw
exium-cgw
5 ex1um-cgw
ex1um-cgw H
exium-cgw : Start of Executlon
exlum-cgw : End of execution =
3 exium-cgw : DHCP on interface enp
: Start of execution
End of execution =

exium-cgw :  Getting interfaces operational

exium-cgw :  Getting stat of 1interface empClw}

exium-cgw : Interface enp@s3 1s up

exlum-cgw : Getting status of Lnterface == enp@sg

exium-cgw : Interface enp@s2 1s up

exium-cgw : Logging status of interface notready to /etc/xlg X

exium-cgw 8 N Network setup did not comp]ete IntenC s did not get IP allocated from DHCP.
> ex1um-cgw 8 B and run the script again.

exium-cgw 2 <b

ex1um-cgw

exium-cgw

exium-cgw :

ex1um-cgw : 1) Open user manual 'Exium CG User Manual.pdf®

exlum-cgw : 1.a) If you do not have 1t, download it from below lar

exium-cgw : > 1 : i

exium-cgw o 2) Refer section 2
5 ex1um-cgw ¢ 2.a) It will provide comman

exium-cgw : 2.b) It al

exium-cgw : y

exium-cgw HE A

exium-cgw : strap.s

e Refer “Manual IP Configuration” section included below
o After configuring IP addresses manually on VM, user can

run below script to get URLSs to access CGW Ul
# sudo /home/cgw/xbootstrap.sh

o Case-3: DHCP on both interfaces
= Ifinterfaces get IP addresses from DHCP and states are up:

e Execution will end and it will show the URLs which can be
used to access CGW Ul
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[sudo]

Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug

cl]

09 €
09 €
09 €
09 €
09 €
09 €

89

09 ¢
09 €
09 €
09 €
09 €
09 €
09 6
09 €
09 €

cl]

089 @ H
09 @8:

[sudo]
Aug €
Aug €
Aug €
Aug 6
Aug 6
Aug B8
Aug €
Aug €
Aug €
Aug €
Aug €
Aug €
Aug 6
Aug 6
Aug 09

exium-cgw
ium-cgw
(LUM- Cgw
ex1um-cgw
Lum-cgw
exium-cgw
exium-cgw

um-cgw
exium-cgw
ex1um-cgw
exium-cgw
Lum-cgw
ex1um-cgw
exium-cgw
(Lum-cgw
exium-cgw

Network Setup preparation script execution start.

Mlnlmum requ1red interfac are present
Valid IP 1s present on enpBs3
Valid IP 1s NOT present on enp8s&
Interface enp0s8 does not have IP, try DHCP...
DHCP on interface enp0s8, attempt 1
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/home/cgw/xbootstrap.sh

Start of execution sudo bin/dhclient enp@s8
End of execution == udo in/dhclient enpBs8

Interface enp8s8 got IP from DH
uettlng interfaces operational state
Getting status of interface enpBs3
Interface enp@
Getting stat
Interface enp@
Logging sta
3

ed from URL
d from URL:
R

Case-4: IP addresses are already assigned on both interfaces
= Ifvalid IP present on interface:

Execution will end with validations on both interface

Instructions will show URLs which can be used to access

CGW UI
For eg: CGW UI access URL format would be
http://<CGW-1P>:9630

Each time user logs into CGW VM using “cgw” user credentials,
bootstrap script will run and validate the interface IPs and states.

cgw:
exium-cgw
exium-cgw
exium-cgw
exium-cgw
exium-cgw
exium-cgw
exium-cgw
exium-cgw
exium-cgw
exium-cgw
exium-cgw
exium-cgw
exium-cgw
exium-cgw

06 exium-cgw

Network Setup preparation script execution start.
Mlnlmum requ1red interfac are present

uettlng interfaces operation

Getting status of interface => enpds3
Interface en s up

Getting stat interface == enp@s8
Interface enpc 1

Logglng a

#

NetworF betup preparatlon acrlpt executlcn end.

Manual IP configuration

o No DHCP on interface
e Ifassociated/attached network does not allocate IP address using
DHCP then execution will end with warning

/home /c gw/xbootstrap.sh

. /home/cgw/xbootstrap.sh
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not
HARMIMG: Net tup did not comp

MOTICE: PL

. R R R R R A R R R R R R R R R R e R R i
R HA R AR AR R R R R e
: w LU : : Metwork ~ation script cution end. shon

Use Command “sudo ip addr” to check interfaces installed:

Note: If there is only one interface then skip command/step for another
interface.

Use below commands to configure IP addresses manually:

# sudo ifconfig enp0s3 <WAN-ip-address>/<WAN-mask> up
# sudo ifconfig enp0s8 <LAN-ip-address>/<LAN-mask> up

oute

up default glen 1

Use “netplan” utility to make IP addresses static on VM.
o Edit existing netplan and include the IP address installed manually.
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# sudo vim /etc/netplan/00-installer-config.yaml

¢ Add interface details:
o Name of the interface
o dhcpvy: false
o addresses: IP address to be installed: Same IP which was configured
manually
o gateway4: Default gateway of the interface

D-installer-config.uaml
subiguity’

e Apply the configuration:
# sudo netplan apply

e Verify configuration
# sudo netplan try
e Press enter, when the timer starts.
o Configuration Accepted will be shown in case of successful
scenario.

1 115 seconds

e After configuring IP addresses manually on VM, user can run below script to

get URLs to access CGW Ul
# sudo /home/cgw/xbootstrap.sh

3.7.3.7 CGW Software Installation

After IP addresses installation, bootstrap script will check internet connectivity.
If internet is not accessible, then script will exit with warning, else it will
continue with installation procedure.
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Check default routes and verify DNS resolution and internet connection work
from CGW VM. Once internet is accessible from CGW VM, run bootstrap script
again to complete installation process.

###############################################################
g ution end. st

#####################&#######&######## HEERR R
st with Exium

all CGHW dependencies. .
: ###############################################################

_ubuntu.

Installation includes, CGW dependent packages installation, tuning parameters
setting and latest CGW application software installation.

After successful installation, terminal will show below output:

###############################################################

CGH UI g ! L i
###############################################################

Navigate to Section 3.11, to setup CGW.

3.7.4 Deploy on KVM server using console

3.7.4.1 Pre-requisites

1. QEMU emulator version 1.5.3 or above installed and running in bare metal
or customer data center.

2. Admin/root privilege to deploy VMs and edit network settings

Link to download Exium CGW QCOW2 image

4. Virt-manager installed on KVM server to check VM health status and for
management

W

3.7.4.2 Steps to deploy

1. Login to KVM server with root or sudo user credentials

2. Navigate to directory, where you want to store the qcow2 image, for eg:
# cd /var/lib/libvirt/boot/

3. Download QCOW?2 image from Exium portal using below command:
# wget https://clientreleases.s3.us-west-
1.amazonaws.com/cgw/cgw—vm-kvm.gcow2

4. Use below command to create CGW VM:
# virt-install --name CGW --ram=4096 --vcpus=2 --
network=bridge=virbrl,model=virtio --



https://clientreleases.s3.us-west-1.amazonaws.com/cgw/cgw-vm-kvm.qcow2
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network=bridge=virbrl,model=virtio --disk
/var/lib/libvirt/boot/cgw-vm-kvm.gcow2,bus=virtio —--virt-
type=kvm --os-variant=ubuntul8.04 --os-type linux --graphics
vnc --noautoconsole --import --arch=x86 64 --debug --wait 1
Note:

= Make sure you select correct networks while creating interfaces on
CGW VM. In above command sample configuration was used.
(network=bridge=virbrl,model=virtio). Provide WAN network
in first input and LAN network in second input

» [f CGW is planned to have single interface for WAN and LAN
connectivity, then use “network=" only once

5. Open another KVM server console, and run command-virt-manager to

access GUI:
# virt-manager

6. Select VM on virt-manager GUI and click on “Open” to access VM
console.

3.7.4.3 Set VM Password

Set your own password during first login by providing default username
mentioned below.

Login: cgw
Password: cgw

After successful login to CGW VM, switch user account and become "root" user
by executing "sudo su" command.

Ubuntu 18.04.5 LTS exium-cgw ttyl

word immediately (root enforced)

on ttyl
4.15.0

3.7.4.4 Install IP addresses on vNICs
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After setting the password on the VM terminal, it will again ask to provide
password to run the bootstrap script which takes care of IP address allocation
using DHCP.

IP address allocation can be handled with below approaches:

e If interfaces on the VM are connected to DHCP enabled network, then
IP will be allocated by DHCP server (see below “Bootstrap Script”)

e In case of multiple interfaces, if one of the interfaces on the VM is
connected to DHCP enabled network, then one interface will get IP from
DHCP server, and another must be configured manually (see below
“Manual IP Configuration”)

e If interfaces on the VM do not have DHCP enabled network, then user
must configure I[P addresses manually (see below “Manual IP
Configuration”)

Bootstrap Script

e Script will verify minimum networking requirements and accordingly
provide instructions on terminal:
o Script will pull interface names and request DHCP allocation
* Configured retries for each interface - 3
* Configured timeout for each DHCP request - 30 seconds
o Case-1: No interface present on CGW VM
* [fminimum one interface is not available, then execution will end
with warning

etup preparation script execution start. /home/cgw/xbootstrap.sh
E Minimum 1 interface required to bring up CGW."
exium g [ Found no interface. Please add required interface and run the script manually®
HE N

exium
X1um-
X1um-
x1um-
exium
exium : 1) open user manual 'Exium CGW OVA - User Manual.pdf®
exium H ) If you do not have it, download 1t from below 11
exium £ xaumclientrel : ~west- WS . com/
exium : 2) Refer section 3.6.1 5 5 /NICS
exium- : 2.a) It will provide ands d n interfaces
Xium- : 2.b) It also includes step <
exium E- pp : support@exium.net
exium £ i it S R R R R R

o Case-2: DHCP on one interface only
* In case two interfaces are available and one of the interfaces gets
IP from DHCP, but second interface does not:
e Execution will end with warning
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[sudo] pe
Aug 09 08:0 x : Network Setup preparation script execution start. /home/cgw/xbootstrap.sh
Aug 09 08:07:55 e> - : Minimum required interfaces are present
Aug 09 08:07:55 : Valid IP 1s present on enp@s3
Aug B9 08:07: X : valid IP 1s NOT present on enp@sg
Aug B9 03:07: X : Interface enp@s8 does not have IP,
Aug 09 08:07: X : DHCP on interface enpe@
Aug B9 08:07: xium- : Start of execution
Aug 09 08:0 ¢ 8 End of execution ==
Aug 09 08:08:0 3 8 P on interface enpfs8 =
Aug 09 08:08:0 ¢ : Start of execution / /dhclient enp0s8
Aug B89 08:0 < : End of execution 5 dhclient enp8s8
Aug 09 08:0 exium-cgw 5 P on 1interface enp8 a 3
Aug B9 08:0 exium-cgw H art of execution ] in/dhclient enpBs8
Aug 09 08:08:33 exium-cgw 5 > s /sbin/ dhc]lent enpes8
Aug B9 B8:088:: : IP allocation on interface enp@s8 fa1i
Aug 89 08:0 X : Getting interfaces
: Getting status of 1n‘terface empChJ
Interf
Getting sta o'F 1n‘terface == enpl

o'F 1nterface notready to /etc/xlgateway/intf_status
Network setup did not complete. Interfaces did not get IP allocated from DHCP.
P configure the interfaces manually, and run the script again.

35 exium-cgw
35 exium-cgw

1) Open user manual 'Exium CGW OVA - User Manual.pdf®
1.a) If you do_not : load it from be]ow link:

B exlum-cgw
C ¢ for Updates
cg\-rlaeuum cgw:

e Refer “Manual IP Configuration” section included below
o After configuring IP addresses manually on VM, user can

run below script to get URLSs to access CGW Ul
# sudo /home/cgw/xbootstrap.sh

o Case-3: DHCP on both interfaces
= Ifinterfaces get IP addresses from DHCP and states are up:

e Execution will end and it will show the URLs which can be
used to access CGW Ul

for :cqw:

exium-cgw : Network Setup preparation script execution start. /home/cgw/xbootstrap.sh
ex1um-cgw : Minimum reguired interfaces are present
exium-cgw : Valid IP 1s present on enpBs3
exium-cgw : Valid IP 1s NOT present on enp@s8
ex1um-cgw :  Interface enpfs s not have IP, try
exium-cgw g P on interface e attempt
exium-cgw : Start of execution

ex1um-cgw : End of execution =

ex1um-cgw :  Interface enpBs& got IP from D
exium-cgw :  Getting interfaces operationﬂ
exium-cgw :  Getting statu -
ex1um-cgw : Interface enp

exium-cgw :  Getting statu

exium-cgw : Interface enp

exium-cgw : Logglng

exium-cgw g

exium-cgw

ex1um-cgw

exium-cgw P =

exium-cgw : Network betup

o Case-4: IP addresses are already assigned on both interfaces
= Ifvalid IP present on interface:
e Execution will end with validations on both interface

e Instructions will show URLs which can be used to access
CGW UI
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e Foreg: CGW Ul access URL format would be
http://<CGW-1P>:9630

o Each time user logs into CGW VM using “cgw” user credentials,
bootstrap script will run and validate the interface IPs and states.

for cow:
6 exium-cgw : Network Setup preparation script execution start. Jhome/cgw/xbootstrap.sh
I'~11n_1mum requ1red interfac are present

5 exium-cgw

f ex1um-cgw : ttl interfaces operatlona1 state

f ex1um-cgw : Getting status of interface == enpBs3
1 Interface enp is up

5 exium-cgw :  Getting status of interface == enpBs8

5 exium-cgw g Interface enpBs8 1s up

L of interface re

5 exium-cgw

5 exium-cgw : ] : : ed from URL:
1 ed from URL

f ex1um-cgw HitH

f ex1um-cgw : Network Setup

Manual IP configuration

o No DHCP on interface
e Ifassociated/attached network does not allocate IP address using
DHCP then execution will end with warning

o

o

5

]

oo

m

oo+
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Use Command “sudo ip addr” to check interfaces installed:

Note: If there is only one interface then skip command/step for another
interface.

Use below commands to configure IP addresses manually:
# sudo ifconfig enp0s3 <WAN-ip-address>/<WAN-mask> up
# sudo ifconfig enp0s8 <LAN-ip-address>/<LAN-mask> up

state UP group default glen 1000

b fo r-'- =1 é- I-
0pE link dynamic mngtmpaddr noprefixroute

21 efe

ST, HULTIC Nl > M ) jdisc fo_codel state UP group default glen i
f Hff
1:en

noprefixroute

Use “netplan” utility to make IP addresses static on VM.

e Edit existing netplan and include the IP address installed manually.
# sudo vim /etc/netplan/00-installer-config.yaml

e Add interface details:
o Name of the interface
o dhcpvy: false
o addresses: IP address to be installed: Same IP which was configured
manually
o gateway4: Default gateway of the interface

staller-config.uaml
subiguity’

10ms
swium-1gw: ™% _

e Apply the configuration:
# sudo netplan apply

e Verify configuration
# sudo netplan try
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e Press enter, when the timer starts.

o Configuration Accepted will be shown in case of successful
scenario.

) netplan apply

1 115 seconds

e After configuring IP addresses manually on VM, user can run below script to
get URLs to access CGW Ul
# sudo /home/cgw/xbootstrap.sh

e Verify the local time on the VMware machine is correct. If it is not, update the
time using Network Time Protocol.

e Verify internet is accessible from CGW VM. If not, update the network settings
accordingly.

e In case Cyber Gateway (CGW) is configured with 2 separate interfaces (vNICs).
One interface for internet access (WAN) and another interface connected on
LAN network, then make sure both vNICs are configured with different subnets
or associated to different networks.

o In case Cyber Gateway (CGW) is configured with 2 separate interfaces (vNICs),
All the machines/devices behind the Cyber Gateway must be configured with
Default Gateway i.e. IP address configured on the LAN interface of Cyber
Gateway VM. Those machines must be reachable from CGW LAN interface.

3.7.45 CGW Software Installation

After IP addresses installation, bootstrap script will check internet connectivity.
If internet is not accessible, then script will exit with warning, else it will
continue with installation procedure.

Check default routes and verify DNS resolution and internet connection work
from CGW VM. Once internet is accessible from CGW VM, run bootstrap script
again to complete installation process.
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e e s i e b e b s e

M wium repo entry if not pr nt

###############################################################
with Imorepd entry c

HERHRHA R R

_ubuntu.

Installation includes, CGW dependent packages installation, tuning parameters
setting and latest CGW application software installation.

After successful installation, terminal will show below output:

###############################################################
; ] B essfully
CGH configl

ed from URL:

M M (0 (0 M @ D

###############################################################

Navigate to Section 3.11, to setup CGW.
3.7.5 Deploy on Hyper-V Environment using Hyper-V Manager

3.7.5.1 Pre-requisites

1. Windows 10 Pro or other windows version installed which supports Hyper-V
Manager and virtualization.

2. Check Hyper-V version installed on server, it must be 10.0.19041.1 or later
Open Hyper-V Manager, click on “Help” and select “About Hyper-V
Manager...”
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& Hyper-V Manager - C
File Action View
as | 25 H Help Topics
S thper-UManager | TechCenter Web Site Actions
B DESKTOP-LSTAC  pp oyt Microsoft Management Console.. DESKTOP-L3TAGNI

IAhnutHyper-VManager.‘. |

B cowvmhyperr

<

Checkpoints

testVM

Created:

Generation:
Notes:

Summary Memory  Networking

CPUUsage  Assigned Memory  Uptime
About Hyper-V Manager X
th Hyper-V Manager
X Microsaft Corporation
Version: 10.0.15041.1
Hyper-V Manager provides management access to
your virtualization platform.
25082021 15:57:39 Clustered: No

Configuration Version: 5.0

1

None

Status

3. Admin/root privilege to deploy VMs and edit network settings
4. Link to download Exium CGW Hyper-V image zip file

3.75.2

Network/Virtual Switch Creation

B0 Quick Create...

New
% Import Virtual Machine...
[] Hyper-V Settings...
B8 Virtual Switch Manager...
Virtual SAN Manager..
Edit Disk...
Inspect Disk...
Stop Service

Remove Server

¢ X ®iai B

Refresh
View

@ Hep
testVM

4F Connect...
E settings...
O st

By Checkpoint
B Move...
5 Export..
=l Rename..
Be Delete..
@ Hep

Confirm if networks/virtual switches are already present to provide WAN and
LAN connectivity. WAN and LAN connectivity must be on two different virtual
switches.
On Hyper-V Manager Window, click on “Virtual Switch Manager...” available

on right panel
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& Hyper-V Manager
File Action View Help
= n= @

ER Hyper-v Manager

[ DESKTOP-LITAGNI b Machines

Actions

Name State

B caw-umhyper off

CPUUssge  Assigned Memory  Uptime Status DESKTCP-LETAGH] =
0 Quick Create...
New 3
[ Import Virtual Machine...
[ Hyper-V Settings..
s Virtual SAN Manager..
Edit Disk...
Inspect Disk...

Checkpoints

Stop Service

The selected vitual machine has no checkpoints.

=
()
3 Remove Server
B Refresh

View »
[ Hep
testViM -
+F Connect..
[ settings...

© start

testVM

[Eb Checkpoint

HNotes:

Summary Memory  Networking

B Move..

25-08-2021 15:57:39 Clustered: Mo _ra Export...

Created:
Configuration Version: 9.0 =] Rename.
Generation:

Bl Delete..

None:

[ Hep

On new window, check left panel and verify WAN (external) and LAN
(internal) virtual switches are already present. Skip below steps to create new
virtual switches if they are already present.

On the same window (Virtual Switch Manager), virtual switch types will be

displayed.

To create WAN network, click on “External” and “Create Virtual Switch”

%E Virtual Switch Manager for DESKTOP-L3TAGNI — #

|

i % Virtual Switches
% New virtual network switch

=t Default Switch
Default Network

# Global Network Settings

@ MAC Address Range

00-15-50-39-01-00 to 00-15-50-3...

% Create virtual switch

What type of virtual switch do you want to create?

External

Internal
Private

Create Virtual Switch

Creates a virtual switch that binds to the physical network adapter so that virtual
machines can access a physical network.

Cancel




Exium CGW User Guide Page 52
Version 0.1.16

On new window, Change the name, select “External Network” option. From
drop down list, select the right network adapter and click on “Apply”. A
warning message may appear, click on OK to continue. After system applies
changes, click on “OK” to finish.

EE Virtual Switch Manager for DESKTOP-L3TAGHI — x
#_Virtual Switches ks Virtual Switch Properties
=% New virtual network switch
=t Defalt Switch e
Default Network I‘NE'N Virtual Switch I
=t New Virtual Switch
ExiumVirtualAdapter-1 Notes:

# Global Network Settings
4 MAC Address Range
ol -

00-15-50

Connection type

W i nnect this virtual switch to?
(®) External network:

ExiumVirtualAdapter-1

ExiumVirtualAdapter-1

ExiumVirtualAdapter-2

0 Qualcomm QCAS 1x44 802, 11ac Wireless Adapter
Realtek PCIe GbE Family Controller

(O |VirtualBox Host-Only Ethernet Adapter

VirtualBox Host-Only Ethernet Adapter #2

VirtualBox Host-Only Ethernet Adapter #3

VLA
[] Enable virtual LAN identification for management operating system

Remove

Note: If CGW is planned to have single interface for WAN and LAN
connectivity then skip below steps to create LAN network.

Again, on Hyper-V Manager window, click on “Virtual Switch Manager...”
available on right panel to create LAN network.

On the same window, virtual switch types will be displayed.

To create WAN network, click on “Private” and “Create Virtual Switch”
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£ Virtual Switch Manager for DESKTOP-L3TAGNI

# Virtual Switches
<% New virtual network switch
=t Default Switch
Default Network
e WANSwitch
Realtek PCTe GbE Family Controller
% Global Network Settings

I MAC Address Range
00-15-50-38-01-00 to 00-15-50-3...

% Create virtual switch

What type of virtual switch do you want to create?

External
Internal

Creates a virtual switch that can be used only by the virtual machines that run on this

physical computer.

Cancel

Create Virtual Switch

On new window, change the name. Switch will not ask to select network
adapter because it is a private network switch.
LAN/Private network virtual switch creation can be different on other setups
(External Ethernet adapters), please follow the correct steps for configuration.

%E Wirtual Switch Manager for DESKTOP-L3TAGNI

R Virtual Switches

2% New virtual network switch
e Default Switch
Default Network

i WANSwitch
Realtek PCle GbE Family Contraller
<1 New Virtual Switch

Private virtual switch
# _Global Network Settings

U MAC Address Range
00-15-50-33-01-00 to 00-15-50-3...

ot Virtual Switch Properties

Name:

IlNew Virtual Swm:hl

Notes:

Connection type
What do you want to connect this virtual switch to?
(O External network:

ExiumvirtualAdapter-1

(O Internal network:
[®) Private network

VLAN ID

Cancel

Remove

Apply

After setting the name, click on “Apply” and “OK” to finish configuration.
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28 Virtual Switch Manager for DESKTOP-L3TAGNI

% Virtual Switches

& New virtual network switch
wta Default Switch
Default Network
ot WANSWitch
Realtek PCIe GbE Family Controller
=t LANSwitch
Private virtual switch
% Global Network Settings

et Virtual Switch Properties

MName:

[Lanswiten

Motes:

Far Private Network Access|

0 MAC Address Range

00-15-50-39-01-00

0 00-15-50-3...

Connection type
What do you want to connect this virtual switch to?
() External network:

ExiumVirtualAdapter-1

() Internal network
(@) Private network

VLAN ID

Remove

Cancel

Verify virtual switches created and available on Hyper-V environment.

Open “Virtual Switch Manager...” from Hyper-V Manager window and check
left panel. Both WAN and LAN switches must be visible.

It will show only one switch configuration if LAN configuration was skipped for
CGW single interface deployment.

B8 virtual Switch Manager for DESKTOP-L3TAGNI

% Virtual Switches
% New virtual netwark switch
=ta Default Switch

ate WANSWitch

Realtek PCle GbE Family Controller
= LANSwitch

Private virtual switch

% Create virtual switch

What type of virtual switch do you want to create?

xternal
Internal
Private

‘

———
# Global Network Settings

U MAC Address Range
00-15-50-39-01-00 to 00-15-50-3..,

Create Virtual Switch

Creates a virtual switch that binds to the physical network adapter so that virtual
machines can access a physical network.

Cancel App
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3.7.5.3 Steps to Deploy
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1. Use below link to download the zip file on a local laptop. Laptop should

be assessable from the Hyper-V environment:
https://clientreleases.s3.us-west-1.amazonaws.com/cgw/cgw-vm-hyperv.zip

2. Unzip the file and store on computer:

¢ cgw-vm-hypen|
fcg ¥p Open
Open in new window
€ Sharewith Skype

© Sharewith Skype

Extract All...
Pin to Start

[2f Edit with Notepad++

EQ Scan with Microsoft Defender...

12 Share
Open with >

Restore previous versions

Send to >

Cut

Copy
Paste

Create shortcut
Delete

Rename

Properties

Compressed (zipp... 12,60,407 KB

Select the folder where you want to extract the file on computer:

» ThisPC » 0OS5(C) » Workspace » xlgw » 049 » CGW »

~ MName Date modified Type Size
B
cgw-vm-hyperv 13-09-2021 15:17 File folder
| ; cgw-vm-hyperv 13-09-2021 10:54 Compressed (zipp... 12,60,407 KB
s
ts
¢ Extract Compressed (Zipped) Folders
ive
Select a Destination and Extract Files
Files will be extracted to this folder:
n-certificat | C\Workspacehxlgwh0.4.9CGWH Browse...
nages
g 22% complete - *
Exium Indiz
Copying 8 items from cgw-vm-hypery to CGW
22% complete x

ts ‘ Speed: 81.1 MB/s
Is

MName: xlgw-vm-hypery
Time remaining: About 30 seconds
ltems remaining: 5 (3.17 GB)

On local computer, navigate to the folder created after extracting above
zip file and verify that it contains below directories:

ThisPC » 05(C) » Workspace » xlgw » 049 » CGW » cgw-vm-hypers

-

~ MName Date modified

rive

Snapshots
Virtual Hard Disks
Virtual Machines

ken

Type

File folder
File folder

File folder
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3. Open Hyper-V Manager and click on “Import Virtual Machine...” present
in right panel:

58 Hyper-V Manager - [m] kS
File Action View Help
LK ] =0 7|
[ Hyper-V Manager Actions
Virtual Machines
E DESKTOP-L3TAGNI = DESKTOP-L3TAGNI a
Name State CPUUsage  Assigned Memary  Uptime Status -
E ick Create..
B tesvm Running o 697 M8 01:18:39 Quick Crete.
New 4
[] Hyper-V Settings...
EE Virtual Switch Manager...
e Virtual SAN Manager.
o4 Edit Disk..,
< > L Inspect Disk,
Checkpoints e m) Stop Service
-y Automatic Checkpoint -testVM - (25-08-2021 - 15:57:45) X Remove Server
¥ Now © Refresh
View »
H Hep
testVM -
+8 Connect...
E7 Ssettings..
m) Tum Off...
Shut Down...
testVM ®
@ save
Created: 2508-2021 15:57:39 Clustered: No Il Pause
Configuration Version: 5.0 Heartbeat: 0K {No Application Data) b Reset
Generation: 1 i
By Checkpoint
Notes: None:
5 Revert..
B Move..
4 Export..
Summary | Memory  Networking 41 Bpo
=0 Rename.. v
Click on “Next” on first page (Before you Begin)
Import Virtual Machine x
Before You Begin
Before You Begin This wizard helps you import a virtual machine from a set of configuration files. It guides you through
resolving configuration problems to prepare the virtual machine for use on this computer.
Locate Folder < < z FRE g
Select Virtual Machine
Choose Import Type
Summary
[] Do not show this page again
Cancel

4. Click on “Browse” and select the folder which was created after
extracting the zip file (cgw-vm-hyperv.zip)
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mport Virtual Machine >
Locate Folder
Before You Begin Specify the folder containing the virtual machine to import.
Folder: | | [oromserr |
Select Virtual Machine I
Choose Import Type Select Folder %
Summary
« M <« xlgw » 044 3 CGW v | D Search CGW o
Organize v New folder -
~
A -
% Microsoft Manage Mame Date modified Type
. cgw-vm-hyperv 31-08-2021 17:13 File folder
@ OneDrive - Exium

g cgw-vm-hypery
[ This PC

_J) 3D Objects
[ Desktop
Documents
* Downloads
J) Music

[&=] Pictures

— m Videos

£5 05(C) e

27-08-2021 21:37 Compressed (zi

Folder | xlgw-vm-hypery

Click on “Next” button after folder is selected.
hyperv” and click on “Next”:

Cancel

Select the VM “cgw-vm-

Import Virtual Machine

Locate Folder

Before You Begin

Locate Folder

Select Virtual Machine

Specify the folder containing the virtual machine to import.

Folder:

Browse...

Choose Import Type

Summary

Cancel
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Import Virtual Machine *

Select Virtual Machine

Before You Begin Select the virtual machine to import:

Locate Folder ~

Mame Date Created
Select Virtual Machine

Choose Import Type

cgw-vm-hyperv 27-08-2021 21:14:12

Summary

< Previous Finish Cancel

Choose import type “Copy the Virtual Machine (create a new unique
ID)” option and click on “Next”:

Import Virtual Machine X

Choose Import Type

Before You Begin Choose the type of import to perform:

Locate Folder (O Register the virtual machine in-place (use the existing unique ID)
Select Virtual Machine () Restore the virtual machine {use the existing unique ID)

Choose Import Type (® Copy the virtual machine (create a new unique ID)

Summary

Cancel

Select a specific folder to store VM files or it will take default path. Click
on “Next” if changes are not required in path
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Import Virtual Machine X

Choose Folders for Virtual Machine Files

Before You Begin ‘fou can spedify new or existing folders to store the virtual machine files, Otherwise, the wizard
d imports the files to default Hyper-V folders on this computer, or to folders spedfied in the virtual
Locate Folder machine configuration.

Select Virtual Machine [ store the virtual machine in a different location

Choose Import Type
Choose Destination

C:\ProgramDataMicrosoft\Windows\Hyper-vY
Choose Storage Folders

Summary
C:\ProgramDataMicrosoft\Windows\Hyper-v,

C:\ProgramDataMicrosoft\Windows\Hyper-vY

< Previous Cancel

Select a specific folder to store VM Hard disks. Click on “Next” if
changes are not required in path

Import Virtual Machine *

Choose Folders to Store Virtual Hard Disks

Before You Begin Where do you want to store the imported virtual hard disks for this virtual machine?
Locate Folder

Select Virtual Machine

Location:

Browse...

Choose Import Type

Choose Destination

Choose Storage Folders

Summary

< Previous Cancel

On page “Completing Import Wizard”, check the paths and other
details. Click on “Finish” to complete the on-boarding.

Message will be displayed while files are being copied and import action
completes.



Exium CGW User Guide Page 60
Version 0.1.16

[#] Import Virtual Machine x

Completing Import Wizard

Before You Begin ‘You are about to perform the following operation.
Locate Folder Description:
TR e NER e Virtual Machine: cgw-vm-hyperv
Choose Import Type Import file: C:\Workspace\cgw\0. 4. NCEW cgw-vm-hyperv\Virtual Machin
Choose Destination Import Type: Copy (generate new ID)
T A Fi Virtual mlachine configuration folder: C:\ProgramDamv\‘l?aoso&\\%‘?ndou\ls\)—iyper—\n“\
Checkpoint folder: C:\ProgramDataMicrosoft\Windows\Hyper-vy

Smart Paging file store: Ci\ProgramData\Microsoft\Windows \Hyper-vy,

Virtual hard disk destination folder:  C:\Users\Public\Documents\Hyper-V \Wirtual Hard Disks,

To complete the import and dose this wizard, dick Finish.

< Previous

3.7.5.4 Networking Setup

Assuming WAN and LAN networks are already present on Hyper-V.

CGW requires minimum two interfaces, one for internet access and another to
access private network on LAN.

On Hyper-V Manager window, select CGW VM “cgw-vm-hyperv”, right click
and select “Settings...”:

58 Hyper-V Manager - o
File Action View Help
| o |
8 Hyper-V Manager . . Actions
5 DESKTOP-L3TAGNI Virtual Machines e p——
Neme State CPUUsage  Assigned Memery  Uptime Status
I e Ny | Cvic Creste..
8 testvi Connect.. New
otz I3 Import Virtual Machine...
- [ Hyper-V Settings...
E3 Virtual Switch Manager...
Checkpoint
kR . Virtual SAN Manager...
< >
B Move. > | & EditDisk..
Checkpoints it "2 | B inspect Disk...
Rename... .
e lacted virtual maching has no checkpoints (W) Stop Service
K Remove Server
b © Refresh
View
Help
xlgw-vm-hypery
4F Connect..
Xl -V -| n
lgw-vm-hype: Settings...
Created: 31082021 17:18:22 Clustered: No @ start
Configuration Version: 9.0 By Checkpoint
Generation: 1 B m
ove...
Notes: None
LY Export.
=l Rename...
By Delete...
Summary Memory  Networking
Ty Help
Displays the virtual machine settings user interface.
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On Settings window, click on the first Network Adapter and select the virtual
switch from drop down list, which provides access to internet/WAN. Click on

“Apply” .

[ Settings for cgw-vm-hyperv on DESKTOP-LITAGNI - x
| cgw-vm-hyperv ¥ 4 » |0
R _Hardware A | 9 Network Adsoter
F* acdHardere
.elos Spedfy the configuration of the netwark adapter or remove the netwark adapter,
ot fom CD tual switch:
9 Seﬂl'fv Not connected v
Koy Storage Drive desabled — - -
- ))
“ [] Enable virtusl LAN identSicaton
+ [ processor — =TV
1 Wil processor “
= I IDE Controller 0 B
- Hard Drive S
= .MWI Bandwidth Management
| DVD Drive [[] Enable bandwidth management
0
0
i) e " &

To remove the netwaork adapter from this virtusl machine, dick Remove,
Remave
(i ] mom«mm«udn-\emmnm.

the guest op g system or when integration
mnmtmnnwtwamm

Some services offered

5 Chedoponts
o Standad v
o [ e | R

B Settings for cgw-vm-hyperv on DESKTOP-LITAGNI - X
[g-van-hymey 8 < »|0
2 Mard A | U Network Adapter

I Add rardware

@ gios Speafy the configuration of the network adapter or remove the network adapter.

Boot from CO Vetual switch:
@ seany WANSmich ]

Key Storage Orrve desabled

. Not comnected
4056 ME

1 Virtudl processor

= ¥ € Controler 0

12 P Nldbme
8 -DECmuulul Bandvadth Management
) OVD Orive [ Enable bandwidth managament
98 sCSt Controter DS . redes sl
% § Metwork Adapter
WANSwitch d
-com @ Tolove the mivmmian
None
@ com2 o remove the retwork adapter from this virtusl machine, dick Remave.
None
[ Dskette Orrve Remove
ol (i ) wahuqmmmmnovnmm»m.
2 network-based instalation of the guest operating system or when integration
1] Name services are not installed i the guest operating system.
cowmdwper

[7] integration Services
Some services affered
& Chedponts

Standwo v

s )
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and LAN connectivity.

Remove second interface from CGW VM, if single interface is planned for WAN

- (lick on remove

- In left panel select second adapter

- Skip below steps for switch selection for separate LAN network

On same Settings window, click on the second Network Adapter and select
the virtual switch from drop down list, which provides access to private

network/LAN. Click on “Apply” and “OK” to finish.

E Settings for cgw-vm-hyperv on DESKTOP-L3TAGNI -

= I IDE Controler 0
+ w Hard Drive

= I I0E Controler 1
DVD Drive

&8 5Cs1 Controler
* 5 Network Adapter

3 8 Network Adepter
Not connected

W CoM1

W com2

n Digette Drive

& Management
1 Name

Integration Services

cgw-vm-hyperv v > O
2 Hardware - § Metwork Adapter
§* Add Hardware
B Bi0s Spedfy the configuration of the network adapter or remove the network adapter.
Boot fro Virtual switch:
. Security Not connected v
- N VLAN 1D
056 [[] Enable virtual LAN identification
+ [ Processor

(1]

To remove the network adapter Som this virtual machine, dick Remove,
Remave
@ Use 3 legacy network adspter instaad of this network adapter to perform a

network-based nstallation of the guest operating system or when integration
services are not installed in the guest operating system.
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= I IDE Controler 0
) Hard Drive

= I I0E Controler 1

OVD Drive

83 scsi Controler
§ Network Adapter
ANSwtch

"

# 5 Metwork Adapter
LANSwitch
@ coM1
@ com2

nmm

R Management
1] Name

hiyper

*] Integraton Services

4 Checkponts
sandard

[ Settings for cgw-vm-hyperv on DESKTOP-LITAGNI - x
cgw-vm-hyperv vi4Pp | D
& Hardware A | § Metwork Adapter
§* 2dd Hardwere
B si0s Spedify the configuration of the network adapter or remove the network adapter.
Boot from CO Virtual switch:
@ seanty LaNSwich v
Xey Storage Drive daabled Mot connected
W Memoey Default Switch

Bandwidth Management
[[] Enable bandwidth management

To remove the network adapter from this virtual machine, dick Remave,
Remove

o Use a legacy network adapter instead of this network adapter to perform a
network-based !, of the guest g system or when integration
services are not installed in the guest operating system.

==

3.75.5

Start CGW VM and Access VM Console

a. On Hyper-V manager, click on the CGW virtual machine, right
click, and select “Start” to start the VM.

Virtual Machines
MName - State CPU Usage Assigned Memory Uptirme Status
= C ct...
B testvM onne
Settings...
Start
Checkpoint
Checknoint Export... ,E:,
| Rename...
Delete... selected vitual machine has no checkpoints.
Help

b. After VM starts, it will not open console automatically. Again,
right click on CGW VM and click on “Connect”. It will open VM

console
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Virtual Machines

Name State CPU Usage Assigned Memory Uptime Status

E testVM Connect...

Settings...
Turn Off...

Shut Down...

e Save l

Checkpoints RatEE [ A

=By Automatic =i 31-08-2021 - 17:26:17)

e b Now Checkpoint

Revert...

Move...
Export...

Rename...

Help

3.7.5.6 Set VM Password

VM console will ask user to enter login details, use default username and
password to set your own password:

&3 xlgw-vm-hypens on DESKTOP-L3TAGNI - Virtual Machine Connection
File  Action Media Clipboard VWiew  Help

aal D@0 | unw | b &

Hbuntu 15.04.5 LTS exium-cgw ttyl

exium-cguw login: _

Username: cgw

Password: cgw

After entering default password, VM will ask again to enter default password
“cgw” to initiate password change procedure. Provide your own password by
following instructions on console.
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&3 cgw-vm-hypery on DESKTOP-L3TAGNI - Virtual Machine Connection
File  Action Media Clipboard View Help

OO0 nmw|f o g

Ubuntu 18.04.5 LTS exium-cgw tiyl

W login: cgw

of Wed Au

f 18.57GE

memory-opt imisation

3.7.5.7 Install IP addresses on vNICs

. memary
round.

Page 65

After setting the password on the VM terminal, it will again ask to provide
password to run the bootstrap script which takes care of IP address allocation

using DHCP.

IP address allocation can be handled with below approaches:
e If interfaces on the VM are connected to DHCP enabled network, then

IP will be allocated by DHCP server (see below “Bootstrap Script”)

e In case of multiple interfaces, if one of the interfaces on the VM is
connected to DHCP enabled network, then one interface will get IP from
DHCP server, and another must be configured manually (see below

“Manual IP Configuration”)

e If interfaces on the VM do not have DHCP enabled network, then user
must configure IP addresses manually (see below “Manual IP

Configuration”)

Bootstrap Script
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e Script will verify minimum networking requirements and accordingly
provide instructions on terminal:
o Script will pull interface names and request DHCP allocation
* Configured retries for each interface - 3
* Configured timeout for each DHCP request - 30 seconds
o Case-1: No interface present on CGW VM
= Jf minimum one interface is not available, then execution will end
with warning

exium-cgw £ Networi- Setup preparation script execution start.
exium-cgw : NI Minimum 1 intertace required to bring up
exium-caw : WARN Found no interface. Please add required interface and run the script manu
)9 exium-cqw :  WARN 3 tup did not complete. Interfaces did not get IP allocated from
exium-cgw t s  /cgui/ xbootstrap.sh
exium-cgw :
ex1ium-cgw B = #i st it E
exium-cgw : Follow below steps to configure IPs manu y on interfac
exLum-cgw B
exium-cgw : 1) Open user manual 'Exium CGW OVA - User Manual.pdf'
exium-cgw : 1l.a) If you do_not have 1t download 1t from below link:
9 exium-cgw H 5 leas
exium-cgw e Al F‘efer section 3.6.1.4 L
exium-cgw : 2.a) It will provide com on interfaces
exium-cgw : 2.b) It also inclu
exium-cgw : 3) For an ] i 1ium.net
109 exium-cgw £ i 3 :
Done

o Case-2: DHCP on one interface only
* In case two interfaces are available and one of the interfaces gets
IP from DHCP, but second interface does not:
e Execution will end with warning

[sudo] for cgw:
Aug 89 © E exium-cgw : Network Setup preparation script execution start. /home/cgw/xbootstrap.sh
Aug 69 0 exium-cgw 5 Mlnlmum requlred interfaces are present
Aug B9 8 exium-cgw g E present on enpBs3
Aug 09 © exium-cgw HE'E sent on enp@sg
Aug 89 © exium-cgw B erface enpcnae does not have IP,
Aug 09 © exium-cgw H on interface enp
Aug 89 O exium-cgw : Start of execution
Aug 09 DO exium-cgw : End of execution
Aug 09 0 exium-cgw : D on interface enp
Aug 09 O ex1ium-cgw : Start of execution =
Aug 69 O B exium-cgw : End of execution =
Aug 09 0 exium-cgw HE on interface enp
Aug 69 0 exium-cgw 5 art of executlcn
Aug 09 © 3 exium-cgw H
Aug 09 © exium-cgw =
Aug 09 © exium-cgw ¢ Getting interfaces operational ate
exium-cgw : Getting sta of J.nterface enpes3
exium-cgw : Interface :
exium-cgw : Getting s of 1n‘terface == enp0s8
exium-cgw : Interface ean 8 1s up
ex1ium-cgw :  Logging of interface notready to /etc/x g 2 1 t
ex1um-cgw H IN ] setup did not complet es did not get IP allocated from DHCP.
ex1um-cgw H Please conflgure ‘the interfaces manuall and run the scrip ain.
exium-cgw H b
exium-cgw
eps to configure T ly on inter

1) Opem user manual 'Exilum CGW OVA - User Manual.pdf®
ave 1t, downlead it from below link:

exium-cgw
exium-cgw H
exium-cgw H. R
5 exium-cgw 5 s
ing for Updates--> Done
€ gw@ex1ium-cgw [ |

e Refer “Manual IP Configuration” section included below
e After configuring IP addresses manually on VM, user can

run below script to get URLSs to access CGW Ul
# sudo /home/cgw/xbootstrap.sh
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o Case-3: DHCP on both interfaces
= Ifinterfaces get IP addresses from DHCP and states are up:

e Execution will end and it will show the URLs which can be
used to access CGW Ul

[sudo]

Aug 09 08:13:52 exium-cgw : Network Setup preparation script execution start. /home/cgw/xbootstrap.sh
Aug 89 @ : ex1um-cgw : Minimum reguired interfac are present

Aug 09 @ 152 exium-cgw 1 Valid IP 1s present on enp8s3

Aug 09 @ 153 exium-cgw : Valid IP 1s NOT present on enp@s8

Aug 89 @ 3: ex1um-cgw : Interface enpBs8 doe

Aug 09 08:13:53 exium-cgw : DHCP on 1interface enpBs

Aug 09 08:13:53 exium-cgw : Start of execution

Aug 89 @ : ex1um-cgw : End of execution ==

Aug 89 @ : ex1um-cgw :  Interface enp8s8 got IP from

Aug 09 @ 153 exium-cgw 1 Getting interfaces operational state

Aug 09 @ 153 exium-cgw :  Getting status of interface enpls3

Aug 09 08:13:53 exium-cgw :  Interface enpBs3 1s up

Aug B9 @ 153 exium-cgw :  Getting status :rface == enp@s8

Aug 09 08:13:53 exium-cgw : Interface enp®

Aug 89 @ : ex1um-cgw : 1

Aug 09 @ g exium-cgw

Aug 09 € 5 exium-cgw

Aug 09 6 E exium-cgw e E E E . = bi:

Aug 09 @ 3: ex1um-cgw H it # E TS A
Aug 09 08:13:53 exium-cgw g y < . 2/ /xbootstrap.sh

o Case-4: IP addresses are already assigned on both interfaces
= Ifvalid IP present on interface:
e Execution will end with validations on both interface
e Instructions will show URLs which can be used to access
CGW UI
e Foreg: CGW Ul access URL format would be
http://<CGW-1P>:9630

o Each time user logs into CGW VM using “cgw” user credentials,
bootstrap script will run and validate the interface IPs and states.

[sudo] p: ord for

Aug 5 exium-cgw : Network Setup preparation script execution start. Jhome/cgw/xbootstrap.sh
Aug © 5 exium-cgw : Minimum required interfac are present
Aug 09 5 exium-cgw : Valid IP 1s p

Aug 09 5 exium-cgw : valid IP 1i:

Aug € 5 exium-cgw : 1 1

Aug € 5 exium-cgw :  Getting stat

Aug € 5:06 exium-cgw : Interface enp®s:

Aug @ 5 exium-cgw : Getting st:

Aug @ 5 exium-cgw :  Interface enp®

Aug 09 5 exium-cgw : 1

Aug 09 5 exium-cgw

Aug © 5 exium-cgw

Aug € 5 exium-cgw

Aug € 5:06 exium-cgw

Aug 09 08: exium-cgw

Manual IP configuration

o No DHCP on interface
e Ifassociated/attached network does not allocate IP address using
DHCP then execution will end with warning
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not
HARMIMG: Net tup did not comp

MOTICE: PL

. R R R R R A R R R R R R R R R R e R R i
R HA R AR AR R R R R e
: w LU : : Metwork ~ation script cution end. shon

Use Command “sudo ip addr” to check interfaces installed:

Note: If there is only one interface then skip command/step for another
interface.

Use below commands to configure IP addresses manually:

# sudo ifconfig enp0s3 <WAN-ip-address>/<WAN-mask> up
# sudo ifconfig enp0s8 <LAN-ip-address>/<LAN-mask> up

oute

up default glen 1

Use “netplan” utility to make IP addresses static on VM.
o Edit existing netplan and include the IP address installed manually.
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# sudo vim /etc/netplan/00-installer-config.yaml

¢ Add interface details:
o Name of the interface
o dhcpvy: false
o addresses: IP address to be installed: Same IP which was configured
manually
o gateway4: Default gateway of the interface

D-installer-config.uaml
subiguity’

e Apply the configuration:
# sudo netplan apply

e Verify configuration
# sudo netplan try
e Press enter, when the timer starts.
o Configuration Accepted will be shown in case of successful
scenario.

1 115 seconds

e After configuring IP addresses manually on VM, user can run below script to
get URLs to access CGW UI
# sudo /home/cgw/xbootstrap.sh

e Verify the local time on the VMware machine is correct. If it is not, update the
time using Network Time Protocol.

e Verify internet is accessible from CGW VM. If not, update the network settings
accordingly.
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3.7.5.8 CGW Software Installation

After IP addresses installation, bootstrap script will check internet connectivity.
If internet is not accessible, then script will exit with warning, else it will
continue with installation procedure.

Check default routes and verify DNS resolution and internet connection work
from CGW VM. Once internet is accessible from CGW VM, run bootstrap script
again to complete installation process.

###############################################################

_ubuntu.

Installation includes, CGW dependent packages installation, tuning parameters
setting and latest CGW application software installation.

After successful installation, terminal will show below output:

###############################################################
g ully
8 GH conf i

CGH UI g d L ]
###############################################################

Navigate to Section 3.11, to setup CGW.
3.7.6 Deploy AWS Elastic Compute Cloud (EC2)

3.7.6.1 Pre-requisites

1. Valid login and privileged access to AWS EC2 to launch instance
2. Virtual Private Cloud (VPC) on AWS EC2
Network/Subnet defined to access Internet for WAN connectivity in the
same VPC where VM will be created
4. Network/Subnet defined to access private cloud services for LAN
connectivity in the same VPC where VM will be created
5. Security groups defined with rules to allow:
a. ICMP (For reachability checks)
b. TCP port 9630 (For CGW UI access)
c. TCP port 22 (For SSH access)
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3.7.6.2 Launch CGW AMI

1. Login to AWS Elastic Compute Cloud (EC2) using valid user credentials
2. Navigate to “EC2 Dashboard” on left panel and click on “Launch Instance”:

@D New ECZ Experience

Tell us what you think

Resources
EC2 Dashboard

EC2 Global View

X

You are using the following Amazon EC2 resources in the Asia P

Events
Instances (runnin 7 De
Tags 9
Limits Instances 8| | Ke
w Instances Placement groups 0 Ser
Instances
Volumes 14

Instance Types

Launch Templates

(@ Easily size, configure, and deploy Microsoft SQL Server £
Spot Requests

Savings Plans

Reserved Instances
Dedicated Hosts Launch instance

Capacity Reservations To get started, launch an Amazon EC2 instance, which is a virtual server in

1
w Images Launch instance & I Migrate a server [A |

AMls .
Launch instance

w Elastic Block Store | Launch instance from template ri (Mumbai) Regian

3. Provide the name of the instance

Launch an instance i

Amazon EC2 allows you to create virtual machines, or instances, that run on the AWS Cloud. Quickly get started by

following the simple steps below.

Name and tags info

Name

| CGW-N-Virginia-Dd | Add additional tags

4. Type “exium” in “Application and OS Images (Amazon Machine Image)”
search box and press enter.

v Application and OS Images (Amazon Machine Image) info
An AMI is a template that contains the software configuration (operating system, application server, and applications) required to
launch your instance. Search or Browse for AMis if you don't see what you are looking for below

Q Ex'\uml X |

5. Select “Community AMIs” tab and CGW AMI would be visible. Click on
select (first AMI) to continue.
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Choose an Amazon Machine Image (AMI)

An AMI is @ template that
required to launch your in
you can select ane of your

e, and applications)
the AWS Marketplace; or

5 th figuration (operating syster
rovided by AWS, our u

Q exium
Quickstart AMIs (0) | My AM AWS Marketplace AMIs (1)

Refina results ‘exium (2 filtered, 1 unfiltered) i

exiuy 1.0.20210930.1-x86_64-p2

Clear all filters aws

13551366e from ap-south-1] exium-cgw-ami-hvm-1.0.20210930.1-x86_64-gp2

On next page, if user wants, instance type can be modified.
6. Click on “Create new key pair” in section “Key pair (login)”

v Key pair (login) info
You can use a key pair to securely connect to your instance. Ensure that you have access to the selected key pair before you launch
the instance.

Key pair name - required

v c Create new key pair

7. On pop up page, provide key pair name, select the key pair type and private
key format according to your requirements. Or follow the selection
mentioned in the snapshot below.

Click on “Create key pair”. Key file will be downloaded on your
laptop/machine. Save it for SSH access in future

Create key pair X

Key pairs allow you to connect to your instance securely.

Enter the name of the key pair below. When promptad, store the private key in a secure
and accessible location en your computer. You will need it later to connect to your
instance. Learn more [

Key pair name
cgw_n_virgina_dc

The name can include upto 255 ASCII characters. It can't include leading or trailing spaces

Key pair type
O RsA

RSA encrypted private and public key pair
ED25519
ED25519 encrypted private and public key pair (Not supported for Windows instances)
Private key file format
O pem
For use with OpenSSH

ppk
For use with PuTTY

8. Configure network by selecting “Edit” option in “Network settings” section:

a. VPC - Check and select the VPC (Virtual Private Cloud) from drop down
list

b. Subnet - Select the subnet which provides connectivity to
WAN/Internet

c. Auto-assign Public IP - Select Enable from drop down list

d. Security group - Select “Create security group” if you do not have
existing security groups to use. Or select “Select existing security group’

)
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v Network settings

VPC - required Info

Page 73

vpc-097ddcas36 el (EEEEEIvVPC) v C
172.33.0.0/16
Subnet info
subnet-077b62b5654d20bd3 xEdge-VPC-9-mgmt-ctrl-Subnet (@ Createnewsu
v |4
Aute-assign public IP Info
Enable v

Firewall (security groups) Info

A security group is a set of firewall rules that control the traffic for your instance. Add rules to allow specific traffic to reach you

instance.

© Create security group

Security group name - required

launch-wizard-21

This security group wil
255 characters. Valid char:

Description - required Info

launch-wizard-21 created 2022-06-24T09:27:51.9622

Inbound security groups rules

v Security group rule 1 (TCP, 22, 0.0.0.0/0)

Type Info Protocol Info
ssh v TCP

Source type Info Source Info
Anywhere v

v Security group rule 2 (TCP, 9630)

Type Info Protacol Info
Custom TCP v Tcp

Source type Info Source Info
Custom v Q

v Security group rule 2 (TCP, 9630)

Type Info Protocol Info
Custom TCP v TCP

Source type Info Source Info
Custom v Q

v Security group rule 3 (ICMP, All, 0.0.0.0/32)

Type Info Protocol Info
Custom ICMP - IPv4 v All
Source type Info Source Info

Custom v

to all network interfaces. The nam:
z, A-Z, 0-9, spaces, and ._-/(}#,@[]

Select existing security group

security group is created. Max length is

Portrange Info

22

Description - optional Info

Port range Info

5630

Description - optional Info

Portrange Info

9630

Description - optional Info

Portrange Info

All

Description - optional Info

By default, inbound security rule for SSH access will be configured. User
can add new security group rule if required. Security rules can also be
managed later when instance is deployed and running. Above example
shows to add custom TCP rule for CGW UI port 9630 and ICMP.

i. In case existing security groups are available, user will get drop

down list to select.
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Firewall (security groups) Info
A security group is a set of firewall rules that control the traffic for your instance. Add rules to allow specific traffic to reach your
instance

Create security group © Select existing security group

Commen security groups Info

v & Compare security
group rules
Security groups that you add or remove here will be added to or removed from all your network interfaces.

9. Configure storage, by modifying the root volume as per requirement. We
recommend having minimum 20GB root volume.

¥ Configure storage info Advanced

ix | 20 GiB | gp2 ¥ | Rootvolume

@ Free tier eligible customers can get up to 30 GB of EBS General Purpose (SSD) or Magnetic storage X

a. User can change Encryption type by selecting keys from drop down list.
i.  Click on “Advanced” option to open other configuration
parameters. If Encryption is not selected or set as “Not
Encrypted”, but Encryption is mandatory in customer’s AWS VPC,
then VM will not up after it launched.

EBS Volumes Hide details

¥ Volume 1 (AMI Root) (Custom)

Storage type Infa Device name - required Info Snapshot Info
EBS fdev/sdal snap-0640d8752ab54fbb7
Size (GiB) Info Volume type Info I0PS Info

20 gp2 v | 10073000
Delete on termination Info Encrypted Info KMS key Info

Yes v No v

‘ @ Free tier eligible customers can get up to 30 GB of EBS General Purpose (SSD) or Magneticstorage X

10. Review and Launch
Click on “Launch instance” button at bottom right corner

v Summary
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3.7.6.3 CGW Software Installation

1. Access EC2 Dashboard and click on “Instances (running)”

aﬂs Services v

@ New EC2 Experience

Tell us what you think

Resources
EC2 Dashboard

ECZ Global View You are using the following Amazon EC2 resources in the /

Events
Instances (running) 7
Tags
Limits Instances 8
¥ Instances Placement groups 0
Instances
Volumes 14
Instance Types
Instances (4) info Instance state ¥ ‘ ‘ Actions ¥ ‘ ml
Q 1
Instance state =rynning | X | [ Clearfitters |
Name v InstanceID Instancestate ¥ Instancetype ¥  Status check Alarm status Availability Zone ¥ Public IPva DNS v PubliclPva... ¥
[ ] i-ocostc NN ©Rumning @Q  <Sn.2xlarge @ 2/2 checks passed  Noalarms +  us-east-1f ec2-54-145 . [ ]
I i-072b642 @rumning @Q cS.2xarge @ 2/2 checks passed Noalarms 4+ us-east-1f ec2-3-23¢ NN [ ]
- i-0bd4 267c IS Qrunning @& 5.4xlarge @ 2/2 checks passed  Noalarms  +  us-east-1f ec-3-2z i
CGW-N-Virginia-DC i-06251 7 @runmning @A t2micro ® 2/2 checks passed  Noalarms =4 us-east-1f ez NS

2. Note Public [Pv4 address of CGW VM
3. Login to CGW VM using the key pair file download in above step
a. Use any SSH client
b. Navigate to key pair file location
c. Change the file permission:
# chmod 600 cgw_n_virginia_dc.pem
d. Use below ssh command to login to CGW VM:
# ssh -i cgw_n_virginia_dc.pem ubuntu@<CGW-public-ip-address>
4. Bootstrap script will automatically execute and check following points:
a. Valid IP address on interface
b. DNS resolution

Script will install CGW latest application software from Exium cloud repository.
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= /drives/c/Workspace/Login/PEM-files JCEIINESERCe WIS ge b ENR [0 VLIV RR0lC.
velcome to Ubuntu 20.84.2 LTS (GNU/Linux 5.4.

Documentation: htty help.ubuntu.com
htt nd =

agement : h nonical.com
* Support:

2 UTC 2022

logged 1n:
address for ethe:

the most comprehensive open source security and

can be applied immediately.
ecurity upd,
s run: apt L. -

restart re

Fri =
Network Setup preparation . fhome/ubuntu/xbootstrap

Minimum required interfac are pri
P alidation for interface ethe

etting interface:

etting t interface
Interface et s up

Logging interface re

S
Network Setup p
CGW not 1 1

led, ir
Internet chec

HH: 4
W dependenci:
R

ecurity InRel
buntu focal /
md64 InRel:

1p-172-31-47-249 :  Use command
1p-172-31- : OR Acc
1 5 W UI c

3.7.6.4 CGW LAN Interface

Create LAN Interface

CGW requires 2 interfaces, one for WAN and another for LAN. Single interface
is not supported for CGW on AWS environment.

WAN interface already gets created during launch. User needs to create
another interface to access Private network.

Refer sample diagram below:

LAN/Private Enterprise Network

Intra Service
Portal

Intemet 7 10.102.23210/29  GW: 1“-102-737—9 Streaming
SErvers

Other private

services
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1. Login to CGW VM using SSH (For more details, refer Section CGW
Application Installation, point 3). Keep terminal open to check interface
state.

2. Access EC2 Dashboard and click on “Network Interfaces” in left panel

aﬂs Services ¥

@0 New ECZ Experience
Tell ws what you think

EC2 Dashboard

EC2 Global View

X

Events
Tags
Limits

w» Network & Security
Security Groups
Elastic IPs
Placement Groups

Key Pairs

Network Interfaces

3. Click on “Create Network Interface”:

O e ® % Network interfaces (47) o

Q

4. Provide description to identify interface later. Select the “Subnet” from drop
down list.
a. Make sure selected subnet belongs to same VPC which was selected
during AMI launch.
b. Make sure selected subnet is different than primary interface subnet
which was selected during AMI launch
c. Click on “Create network interface”

Create network interface

An elastic network interface is a logical networking component in a VPC that represents a virtual network card
Details info

Description - optional
A descriptive name for the network interface.

CGW LAN interface

Subnet
The subnet in which to create the network interface.

Q. subnet-06833f205f0ab7735 X

Private IPv4 address
The private IPv4 address to assign to the net

© Auto-assign

Custom

Elastic Fabric Adapter
Enable

» Advanced settings
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Security groups (2/2) e
Q 1 @

Group ID

sg-O5cfac78f164a6550

1d-2 created 2020
59-0a25d4b89BATHO2S default default VFC security group
Tags - optional
Add new tag
SR Create network interface

d. Make sure you note the network interface ID which was created in above
step. LAN interface will be attached to CGW instance in next step.

e. Navigate to “Network interface” link in left panel again, identify the
interface created and provide name to CGW LAN interface.

-G Edit Name 905fe0ee3c9994
- | | rasf2saesestia

- 1c5fbcfe89dcefa

N Cancel m 2051149edfbb633

5. Access EC2 Dashboard and click on “Instances (running)”

aws  Services w

@ New EC2 Experience

Tell ws what you think

Resources
EC2 Dashboard

EC2 Global View

X

You are using the following Amazon EC2 resources in the £

Events

Instances (running 7
Tags
Limits Instances 8

¥ Instances Placement groups 0

Instances

Volumes 14
Instance Types

6. Right click on CGW VM and in Networking option select “Attach network
interface”
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Instances (1/4) info

Q
Instencestate =running [ X | [ Clear filters
-] Name v Instance 1D Instance state ¥ Instance type ¥ Status check
exel6 i-0c98f6d52acc3f17b @Running @& c5n.2xarge © 2/2 checks passed
exe16-worker-node i-072b642¢81da322a2 @Running @A c5.2xlarge © 2/2 checks passed
exe26 i-Ob428f863b2967095 Q@Running @Q ¢5.4xlarge @ 2/2 checks passed

CGW-N-Virginia-DC AraraTacobo-atad) @Running @Q  2mico © 2/2 checks passed
Launch instances

Launch instance from template
Migrate a server
Connect

Instance: i-06251716 stop instance lia-DC)

Details Security o instance Status checks Monitoring Tags

¥ Instance summary In
Terminate instance

Instance ID Public IPv4 address

i-06251716ebaal1ec Instance settings s 34.229.132.150 | open address [
Networking > Attach network interface

IPV6 address

- Security > Detach network interface
Image and templates » Change source/destination check

Hostname type iname (IPv4 only)

IP name: ip-172-31-65-1¢ Monitor and troubleshoot > -65-181.ec2.internal

Manage IP addresses

7. Select the interface which was created for CGW LAN to access private network.
Click on “Attach”

EC2 > Instances ) i-010dasf1b809b27a9 > Attach network interface

Attach network interface info
You can create and configure netwark interfaces in your account and then attach them to instances in your VPC

Instance ID
i-010da8f1b809b2729 (CGW-Cloud-1)
Network interface
Select a network interface to attach to the instance.
a
eni-0327299e101bd0a4d (exe-nwu-nic)
eni-0487cccbb87b7de3a (CGW-LAN) ld,ess s released when you

restart your instance. Learmn more about public IP addresses (4 eni-0487cccbbaTh1de3a (CGW-LAN)

Cancel

8. On “Instances” page, select CGW VM and check Network Interfaces. It should
show both primary and new interface:

Details Security Networking Storage Status checks Monitorin

| @ You can now check network connectivity with Reachability Analyzer.

¥ Networking details Info

Public IPv4 address
(P Il | open address [4

Public IPv4 DNS
[ ec2 IRz ap-south-1.compute.amazonaws.com | open address [

IPV6 addresses
0 e

Carrier IP addresses (ephemeral)

¥ Network Interfaces Info

Network interfaces (2)

Q

Interface ID Description IPv4 Prefixes

eni-09c0f9a1¢96406855 Primary network inte -

eni-0487ccchb87b1de3a CGW-LAN -
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9. Additional interface may not have IP installed automatically. Execute “ip addr”
command to see interface state:

ubuntu@ip-172-31-47-
1 00PBACK, UP LO F

er p;eferred_lft forever
MULTIC UP, LOWER _UI

10. Run xbootstrap.sh script available in user’s home directory.
Script will install IP using DHCP and validate the state of both interfaces.

ubuntu@lp 17 47-2 ,xbcut\trqp sh
Sep 29 root : Network Setup preparation script executlon start. ./xbootstrap.sh
root g Mlnlmum required interfaces are present
root : IP validation for interface ethe
root : present on etho
root : validation for interface ethl
root E lid IP is NOT present on ethl
root E
root
root

validation for 1nterf%ce ethl
ce ethl got IP from DHCP

Getting interfaces operatio
Getting status interface
Interface eth® 1s up

Getting status interface
Interface ethl is up

Logging interface

Check IP addresses are properly installed using “ip addr” command

Below example shows:
- WAN:ethO
- LAN:ethl

47-249:~% 1p a
UP,LOWER_UP> mtu 36 3 > UNKNOWN group default glen leee
scope host lo R
1d_Llft ferever preferred_lft forever
/128 scope host
1d 1ft forever preferred_lLft forever
BROAI CAST, MULTI AST,UP,LOWER_UP> mtu 9801 qdlac fgq_codel state UP group default glen 1000
la:c4 brd ff
26 brd 172 7.2 scope global dynamic ethe
ec preferred 1Ft
28 scope global dynamic noprefixroute

: c4/64 -cope 1_m|-
t forever preferred_lft forever )

ST,MULTICAST,UP,LOWER_UP> mtu 9801 gdisc fq_codel state UP group default glen 1l@ee
i = brd : 2k

5 scope global dynamic ethl

ebe:3778/64 Ecope link
! | rer preferred_Lft forever
ubuntu@ip-172-31-47-249:~%

Now CGW VM is ready for setup and configuration.

Outbound Rule Check

Allow all traffic on the LAN interface by modifying the outbound rules.
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Click on the “Instances” in left panel of EC2 portal

w Instances
Instances
Instance Types
Launch Templates
Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts

Capacity Reservations

Select CGW instance and click on “Security”:

| CGW-MUM i-01a7afe38cfe456a4
exe2l i-07542690e3e2b50e3
exe21-worker-node i-0420b664678cfB4f5
exe21-new i-012ad9a8beccfalfd

Instance: i-01a7afe38cfc456a4 (CGW-MUM)

Details Security Networking Storage

¥ Instance summary Info

Instance 1D

i-01a7afe38cfc456a4 (CGW-MUM)

Scroll down and check for existing outbound rules. If all the traffic not allowed
then modify outbound rules as mentioned below:

¥ QOutbound rules

Q
Security group rule 1D Port range Protocol Destination Security groups
sgr-0e86cb007cd0e78d3 All All =f0 launch-wizard-60
sgr-Oca%60b36ba34d4y4 All All 0.0.0.0/0 launch-wizard-60

Source / Destination Check

Disable Source / Destination check on LAN interface attached to CGW VM.
Select “Network Interfaces” from left panel on EC2 portal:
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w Network & Security
Security Groups
Elastic IPs
Placement Groups
Key Pairs

Metwork Interfaces

In search bar, write interface name which was created in earlier step and select
it.

Click on “Actions” button on top right corner.

Click on “Change source/dest. check”. Disable it if found enabled.

Network interfaces (1/1) info

Q 1
Detach
| search: CGW X | ‘ Clear filters
Delete
Name v Network interface ID ¥ Subnet ID v VPCID Manage IP addresses
Associate address t
‘ CGW-LAN eni-0487cccbb87b1de3a subnet-Oaab535e6666d9439 [4 vpc-07706 i

Disassociate address

Change termination behavior

Change security groups

Change source/dest. check

Manage tags

3.7.6.5 Disable Source / Destination Check

1) Access EC2 Dashboard and click on “Instances (running)”

WS Services w

@ New EC2 Experience

Tell ws what you think

Resources
EC2Z Dashboard

EC2Z Global View

X

You are using the following Amazon EC2 resources in the £

Events
Instances (running 7
Tags
Limits Instances 8
v Instances Placement groups 0
Instances
Volumes 14

Instance Types

2) Right click on CGW VM and in Networking option select “Change
source/destination check”:
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@ New EC2 Experience

Tell s what you Ehink

EC2 Dashboard
EC2 Global View
Events

Tags

Limits

4

Instances
Instances

Instance Types
Launch Templates
Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts

Capacity Reservations

v Images

AMIs

w Elastic Block Store

Volumes

x

Instances (1/6) info

Q
B Name v Instance ID Instancestate v Instancetype v Status check Alarm status Availability 2
excl-srv 1-0736¢6006b9e30506 Running @@  tlarge @2/2checks passee  Noalarms 4 ap-south-1a
excl-srv-staging 1-091636dbbe4de0sbs Running @Q  t2large @ 2/2checkspasser Noalarms 4 ap-south-la
Gw i-01166a4f55f361447 © Terminated®@  tZ.medium - Noalarms 4 ap-south-1a
Ln CGW-Cloud-1 1-0100a8f1b809b2729 Running @Q  tZmicro @ 2/2checkspassec  Noalarms 4 ap-south-la
Launchinstances i-0754e690e3e2b90e7 Running @@  cS.2xlarge @ 2/2checkspassec  Noalarms 4 ap-south-1b
Launch instance from template
1-0420b664678¢18415 Running @Q  cs.2xlarge @2/2checkspasser Noalarms 4 ap-south-1b
Connect
| stopinstance
Start instance
Reboot instance
Hibernate instance
Terminate instance
Instance settings - -
Networking »| Attach network interface
Security »| Detach network interface
Image and templates | ange source/destination check :‘hﬂ“ Monitoring Tags
" Monitor and troubleshoot > cldress
" ¥ Instance summary Info | Manage IP addresses

3) Disable source/destination check by selecting stop option on the configuration
page. Click on Save.

ECZ Instances i-077d14460631c161d Change source / destination check

Source [ destination check info

Each EC2 instance performs source and destination checks by default. The instance must be the source or destination of all the traffic it
sends and receives.

Instance ID

i-077d14460631c161d (user-VM-loreal-2)
Network interface Info
eni-04a5ec997b4b39322

Source / destination checking Info

Stop

@ If this is a NAT instance, you must stop source / destination checking. A NAT instance must be able to send
and receive traffic when the source or destination is not itself

¥ AWS CLI Command

aws ec2 modify-instance-attribute --instance-id=1-877d14468631cléld --no-source-dest-
check Copy

Navigate to Section 3.11, to setup CGW.

3.8 CGW ON BARE METAL

3.8.1.1 Pre-requisites

1. Internet connectivity from WAN interface

2. Private network connectivity from LAN interface. If there is only one
interface, then WAN and LAN connectivity from same interface will be
required.

3. Sudoer access on the machine
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3.8.1.2 Steps to install

Pre-requisite validation script can be downloaded to check if machine is ready
for CGW installation. It shows missing commands and packages required for
CGW along with the sysctl parameters which are required to tune CGW
performance. User must proceed with choice “yes” to continue CGW
installation and tuning.

To install Cyber Gateway on Ubuntu bare metal, follow below steps:

User must be part of sudoer group on Ubuntu machine.

1. Login to machine and confirm internet is accessible. Ping “google.com” to
confirm DNS resolution is working.
2. Download script to check and install pre-requisites:

# wget https://clientreleases.s3.us-west-1.amazonaws.com/cgw/xpre-req.sh

3. Provide executable permissions to script:
# chmod +x xpre-req.sh
4. Execute pre-requisite script:
# sudo ./xpre-req.sh -i
Note: After successful validation and installation of pre-requisites, further
instructions will be displayed on the console.
5. Make apt entry for Exium cloud repository:

# sudo echo 'deb [trusted=yes] http://debrepo.exium.net/repos/exium-
lgw/debian/amdé4 /' > /etc/apt/sources.list.d/exium.list

6. Update the machine’s package lists with latest repository addition
# sudo apt-get update

7. Check latest available versions of CGW:
# sudo apt-cache policy exium-lgw

8. Install CGW software:
# sudo apt-get install exium-1lgw

Navigate to Section 3.11, to setup CGW.
3.8.1.3 Steps to Uninstall
CGW software can be uninstalled by following below steps:

1. Execute below command to uninstall CGW application:
# sudo apt-get remove --purge exium-lgw
2. Navigate to the path where the pre-requisite script is present.
3. Uninstall the additional packages and tuning parameters set for CGW:

# sudo ./xpre-req.sh -u

3.8.1.4 Steps to Rollback Tuning Parameters


https://clientreleases.s3.us-west-1.amazonaws.com/cgw/xpre-req.sh
http://debrepo.exium.net/repos/exium-lgw/debian/amd64
http://debrepo.exium.net/repos/exium-lgw/debian/amd64
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CGW tuning parameters are additional configuration changes required to
achieve better performance. They will be setup before CGW installation as a
pre-requisite. It is not recommended to modify those if CGW is installed on the
machine.

In case sysctl parameters rollback is indeed required, below command can be
used:

# sudo ./xpre-req.sh -r

3.9 ADD GATEWAY

If user is already logged in on Exium portal, then access “Admin Console” from
left panel of web page and click on “Gateways” tab. Otherwise, follow
instructions mentioned in section (3.3) to access “Admin Console” on Exium
portal and click on “Gateways” tab.

< O B https://service.exium.net/main/console aQ % =
| =

Admin Console

Admin Console

Dashbs
14 [o}]
Tl O+ ~
Gateway Management mM
Dashboard Users Groups
Policy v Security and netwerking insights for your Add o manage users Create groups. Attach security and netwerking
organization fadarmanage usar policies
ents
S 2 I
- ar
Policy Gaf:eways Trust Paths

Add or manage Trust Paths for Secured Private

SPA)

) B $

Downloads Events Billing

Download Exium clients for various devices View administrative and user events Manage subscriptions and billing

@  cxiumlgwdemo

On Gateway Management page, click on “Add Gateway”.

< C & service.exium.netidevicesflist 4 # (@) Foused) i

E =
1=

) Gateway Management

-

Al B / E
N Ts Type Palicy Gro Routes Session Qos Actions
Goteways
M results f
m-;\:..- Ooutaf 0

Proceed to enter all the details like Name (mandatory), Email & mobile number
(auto filled), Tag (editable) and Session QoS. Click “Save” once finished.
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Gateways  Add

Phone *

3.10 ADD TRUST PATH

Once Gateway is added successfully, Trust Path Management page will open.
Fill the mandatory fields, “Name” and “Network Destination” (LAN Subnet to
allow).

Trust Paths Add

Trust path is the private network subnet which will be allowed for remote users
to access.
Users can add and associate multiple trust paths to CGW.

Refer Below example, which explains trust paths.

Data Center-1:
o CGW-1:
o Trust Path: 10.0.0.0/24

Data Center-N:
o CGW-2:
o Trust Path: 10.11.0.0/24

Remote users will be allowed to access the private networks 10.0.0.0/24 and
10.11.0.0/24 at the same time. They will not be able to access the private

networks 10.1.0.X or 10.12.0.X which are also available in Data Centers behind
CGW.
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_w-‘- PUliCy, Allow .o 10.0.0.29
Bl o= -
‘.I_L a
User A with Exium —
~
Agent N CGW -
E Defautt G A2 )110.1.0.X
Router D=4
10.0.0.3 I N
Private Servers/
Data Center “1” Applications
Policy, Block
User B with Exium
Agent e
— a - 10.11.0.29
z~ cGwW — ——
R—— Default GW -
10.11.0.3 2J110.12.0.X
Trust Paths: —T
-10.0.0.0/24 —o—
SO0 Private Servers/
Data Center “N” Applications

3.10.1 Associate User Group with Trust Path

Create new user group if different set of users require Private Mesh or Secure
Private Access. Or identify the group name from existing user groups and select
them from drop down list available in option “Allowed User Groups (Firewall)”.
Admin can also update “Allowed User Groups (Firewall)” setting in existing
Trust Path later. Below picture shows an example of trust path, Name will show
the trust path user has created.

Click on “Save” once finished.

Sample configuration page where Admin did not select the user group:

Admin Console

Add Trust Path

Dashboards
User Management

tplocalxlgw035 192.168.233.0/24

Gateway Management .

Events
Fence.
Location Policy

Sample configuration page where Admin is selected “admin” user group from
drop down list: (Click on Update once finished.)
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Admin Console
Dashboards

User Management
Gateway Management
Gateways

Trust Paths

Policy

Events

Location Policy

Web Categories

(

[

1021682330124

Page 88

itadmin
development
Update IS

-
local xlgw035
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3.11 SETUP CGW

There are two ways user can complete CGW setup procedure:
e CGW Web UI (User Interface)
e CGW VM Console (Command Line Interface / CLI)

3.11.1 CGW Setup using Web Ul

Once CGW installation completes, it will show the URLs to access CGW UL

A e e R R N R A R R R R R R R R R R A

root

PﬁﬁT 2 :. HH f om LR
from URL: htt
R R RN R R

If single interface is present on VM, then one URL link will be displayed in
above output.

3.11.1.1 CGW Web Ul Access

Select the machine/laptop which is accessible from CGW VM/machine. Open
internet browser (recommended: chrome) on laptop and type one of the URL
shown on terminal (http://172.16.0.5:9630).

Use the same password (for cgw username) which was set during CGW VM on-
boarding.

To get the Ul access details again, login to CGW VM and run bootstrap script
again:
# sudo /home/cgw/xbootstrap.sh


http://172.16.0.5:9630/
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@ Exium CGWUI

<

CGW Login

Please provide cgw credentials

2 con )

|a Enter cgw password |

3.11.1.2 LAN Interface Selection

After successful login, new screen will appear with the interface names present
on CGW VM.

Select one of the interfaces from list which provides access to data center or
private network (LAN).

Click on the checkbox and “Next”.

@ Edum CGWUI x  +

& C A Notsecure | 172.16.0.5

LAN Interface

[] etho

ethl

Single interface entry will be displayed if CGW is deployed with single
interface. Refer below example:
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= (m)
X +

<| 1721609 tr = @) incognito

A sTe 12
( )
s/ LAN Interface

Please provide any one LAN interface to attach

[ eth0

On summary page, verify selected LAN interface and click on “Submit” button.

@ Edum CGWUI X ar

&« C A Notsecure | 172.16.0.5

‘-e-‘ Summary

summary of the setu

Selected LAN interface: ['eth17]

3.11.1.3 CGW Login

After successful setup, login screen will appear.
Provide workspace name and click on “Continue”:
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@ Exium CGWUI x + (-]

& C A Notsecure | 172.160.5 ¥ @) Incognite

EXIUM

Sign in to your workspace to continue.
(Please refer to welcome email for
workspace details)

[i exiumdemol J

Provide username/gateway name and click on “Next”:

@ Exdum CGWUI x ar

& C A Notsecure | 172.16.0.5

EXIUM

Sign in to your workspace to continue.
(Please refer to welcome email for

workspace details)

[i exiumdemo }

[ cgw.local.sp| J

3.11.1.4 CGW Login Verification

A verification link will be sent to the registered email ID and an SMS will be
sent to the registered mobile number.
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User can click on the link (either from SMS or email) to complete the
verification procedure.

@ Bdum CGWUI x +

& C A Notsecure | 172.16.0.5

E

EXIUM

Sign in to your workspace to continue.
(Please refer to welcome email for

workspace details)

User Verification

09:56

We sent a verification link to s****y@e**t and to
mobile ***1860. This link is valid for 10mins.

Validate Gateway imox x

Exium <service@exium net>
tome v

Hello,
Your email address is entered as one of the mechanisms to verify the gateway.

Following are the details of gateway.

Workspace exiumdemo

Gateway name : cgwlocalsp

To complete the process, we just need to verify that this email address belongs to
you

Please note that the verification mail will expire in 10mins.

Thank You!
Customer Support

< 575757

5:23 PM

Hi caw.local.sp , Please click on
verification link
https:/speerity.net/verify/214ad94d
-1489-11ec-af71-624dde604413 to
access service, it is valid for 10mins.
Do not share it with anyone.

3.11.1.5 CGW Home Screen

After successful verification, home screen will appear.
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Click on “Start” to connect the service.

@ Edum CGWUI x +

& () 172.16.0.5

E @

EXIUM

DURATION
0:00

@ Smart Location (Best) 3

3.11.1.6 CGW Service Connection

Once the service is connected, it will show “Stop” button.

Page 94

Now users can use Secure Private Access feature and login from their remote
Exium Clients to access private network/servers.

3.11.2 CGW Setup using CLI

@ Baum CGWUI x +
<« [¢] 172.16.05
EXIUM
DURATION

0:00

@ Smart Location (Best) »

India - Mumbai
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$

Users can choose to complete login and connection procedures during setup, or
login and connection can be done later are per requirement.

During setup procedure, user will be required to provide below inputs:

e WAN & LAN interface names (in case CGW is deployed with 2 separate
interfaces)

e Workspace name

e Gateway name

Verification email will be sent to registered email during login procedure.
Please click on verification link to complete login process.

Note: If internet is not accessible from the WAN interface provided, setup will
exit with warning. User will need to check the routing for internet connection
to retry setup again.

Example:

e CGW setup with two separate interfaces for WAN and LAN

e User does not choose login and connection during setup

e Later user can use “sudo xlgateway login” to login and connect service

sudo xlgateway setup

HHHHHHHAH G H SR H AR R
Starting CGW installation...
B R R R S
Validate Internet Connection : [OK]

Check for user requirements...

Notification: Multicast support disabled on CGW
Notification: NAT support enabled on CGW

Reloading services and daemons : [OK]
Available interfaces: ['ethe', 'ethl']
Provide LAN interface to attach:| ethl
Provide WAN interface to attach:| ethe
Validate WAN connectivity from WAN interface [eth@] : [OK]
LAN interface [eth@] attached successfully with CGW

Logout from current account

Notification: Not logged in

Login and connect the cyber gateway now [y/n]?: n |

CGW login incomplete...
Use 'sudo xlgateway login' to login, verify the account and connect service
3k 3k 3k >k 3k 3k 5k 3k >k 3k 3k Sk ok 3k 3k >k 3k 3k 5k 3k >k >k >k 3k 3k 5k 3k >k 3k Sk 5k ok 3k 3k 3k Sk ok 5k 3k >k 3k 3k 5k ok 5k 3k >k >k ok 5k 3k %k %k k sk k k %k

Use 'sudo xlgateway help' to get list of supported commands
3k 3k 3k >k 3k 3k >k 3k >k 3k 3k >k 3k >k >k >k 5k 3k >k 3k %k 3k %k 5k 3k >k 3k 3k >k 3k >k 3k 5k >k 3k %k >k >k >k 3k >k 3k 3k 3k >k 5k 3k >k 3k %k %k 3k >k 5k %k %k %k %
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Example:
e CGW setup with single interface for WAN and LAN
e User chooses login and connection during setup

$ sudo xlgateway setup
HHHHHAHHHH A
Starting CGW installation...
HHHHHAHAHHEHHHH A
Validate Internet Connection : [OK]
Check for user requirements...
Notification: Multicast support disabled on CGW
Notification: NAT support enabled on CGW
Reloading services and daemons : [OK]
Available interfaces: ['etho']
Setting LAN and WAN on same interface [eth@]
Validate WAN connectivity from WAN interface [eth@] : [OK]
LAN interface [eth@] attached successfully with CGW
Logout from current account
Notification: Not logged in

[Login and connect the cyber gateway now [y/n]?: y |
3k 3k sk 3k sk sk sk sk sk sk sk sk ok sk ok 3k Sk sk Sk sk Sk 3k >k sk sk sk sk sk sk sk sk Sk 3k sk 3k sk ok sk ok sk ok sk sk 5k sk sk k %k k

Provide inputs to login...
Workspace: | exiumdemo
Gateway Name: cgw.local.sp
Checking Credentials-------- Done

Notification: Please check your email

Notification: We sent a verification link to s****y@e**t and to mobile ****1860.
This link is valid for 1@mins.

Verifying User-------- > Verified

Creating User Certificates-------- > Success
Sk sk 3k 3k 3k sk sk sk >k 3k sk Sk ok ok 3k 3k 3k sk sk sk 3k 3k 3k sk ok sk sk 3k sk sk sk ok 3k 3k sk sk ok sk sk 3k sk Sk sk ok ok ok >k 3k Sk ok ok >k >k sk kosk ok k

Service connection is in progress...
Connection In Progress-------------- > SessionConnected
Exium CGW connected successfully
3k 3k 3k >k 3k 3k 5k 5k %k %k >k 3k 5k 5k k% >k k ok Dashboapd 3k 3k 3k 3k >k 3k 3k 3k 3k 3k >k 3k 3k 3k 3k ok k % k
Username: cgw.local.sp@exiumdemo
Version: v@.5.6
Server Connected: India - Mumbai
Connection Status: Active
Connected Since: Wed 2021-10-13 13:11:33 UTC; 1 sec ago
Date: Wed 2021-10-13 13:11:33 UTC
WebUI URL: http://172.16.0.7:9630

3k sk sk 3k 3k 3k 3k sk sk sk >k 3k 3k 3k 3k sk sk sk sk sk >k ok 3k sk sk sk 3k 3k ok sk 3k sk sk sk >k 3k 3k sk sk sk sk >k 3k ok sk sk sk sk k

Example:
e CGW setup with two separate interfaces for WAN and LAN
e User chooses login and connection during setup

$ sudo xlgateway setup
B R R R R R R R R R e
Starting CGW installation...
B R R R s
Validate Internet Connection : [OK]
Check for user requirements...


http://172.16.0.7:9630/
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Notification: Multicast support disabled on CGW
Notification: NAT support enabled on CGW
Reloading services and daemons : [OK]
Available interfaces: ['eth@', 'ethl']
Provide LAN interface to attach:| ethl
Provide WAN interface to attach:| ethe
Validate WAN connectivity from WAN interface [eth@] : [OK]
LAN interface [eth@] attached successfully with CGW

Logout from current account

Notification: Not logged in

Login and connect the cyber gateway now [y/n]?: vy |
3k 3k 3k >k 3k ok sk 3k >k 3k Sk Sk ok 3k 3k >k Sk ok sk 3k 3k 3k >k Sk Sk sk 3k >k Sk ok 5k ok 3k 3k 3k Sk ok 5k 3k 3k 3k Sk ok ok ok %k >k kok

Provide inputs to login...
Workspace: | exiumdemo
Gateway Nafie: cgw.local.sp
Checking C
Notification: Please check your email

Notification: We sent a verification link to s****y@e**t and to mobile ****1860.
This link is valid for 1@mins.

Verifying User------- > Verified

Verifying User Certificates----- > Success
sk 3k 3k 3k 3k 3k sk sk sk ok 5k 3k 3k sk sk sk ok 5k 3k 3k 3k sk ok 5k 3k 3k sk sk sk sk sk 3k 3k 3k sk sk sk 5k 5k 3k 3k sk sk >k 3k 3k 5k sk >k >k >k 5k >k %k 5k k k%

Service connection is in progress...
Connection In Progress-------------- > SessionConnected
Exium CGW connected successfully
3k 3k 3k >k 3k 3k 3k 3k %k %k >k %k 5k 5k % Xk %k >k k Dashboapd 3k 3k 3k 5k >k 3k 3k 3k 3k 5k %k 3k 3k 3k k 5k k % %
Username: cgw.local.sp@exiumdemo
Version: v@.5.6
Server Connected: India - Mumbai
Connection Status: Active
Connected Since: Wed 2021-10-13 13:11:33 UTC; 1 sec ago
Date: Wed 2021-10-13 13:11:33 UTC
WebUI URL: http://172.16.0.7:9630

3k 3k >k >k >k 5k 5k 3k 5k >k %k %k >k 5k 5k 3k %k %k %k >k 5k 5k %k >k >k %k %k >k >k 5k 5k %k %k %k %k %k >k %k %k %k %k *k %k >k %k %k k k%

Note: By default, NAT on CGW LAN interface is enabled and Multicast is
disabled.

Navigate to Section 3.1.2 to connect CGW service.

3.12 CGW Ul FEATURES

3.12.1 CGW Admin Dashboard

On CGW Ul screen, click on the admin icon on top right corner.
It will open Admin Dashboard.


http://172.16.0.7:9630/
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@ Edum CGWUI

< (<]

@ Smart Location (Best) 3

India - Mumbai

@ Bdum CGWUI

< C

EXIUM

DURATION
0:13

x  +

172.16.0.5:

g‘-.))

Network Interface

(=]
=}
Connected Devices

3.12.2 Display CGW Network Interfaces

Page 98

On Admin Dashboard, click on “Network Interface” to display CGW interfaces:
It will show “WAN”, “LAN”, “tuno”, “par-gre” and other interfaces available on

CGW.

@ Edum CGWUI x +

= C 172.16.0.5

Network Interface Data

# 2
Go type - WAN
A miu: 1500

I flags - up, broadcast, multicast,

# 3
Gotype: LAN
# miu: 1350

I* flags © up, broadcast, multicast,

m " 00:15:5d:39:01:2b

Addresses v

oth | £ 00:15:5d:39:01:2¢

Addresses ~

3.12.3 Display Connected Devices

On Admin Dashboard, click on “Connected Devices” to display the devices

connected to CGW on LAN interface:
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m & Da:2f:ad:f4:c5:bc

G hw_type : ether
© address : 172.37.13.1

m ' 0a:36:6¢c:ec.ca:se

Go hw_type : ether
? address : 172.37.13.254

3.12.4 Logout

On CGW UI Home screen, click on three lines available on top left corner to
show available options:
Click on “Logout” button to logout from CGW:

@ Exium CGWUI X + @ EBdum CGWUI X +

< C 172.16.0.5 (] 172.160.5

S
EXIUM
s Te cgw.local.s
2L ‘F0_1T3‘ it wnrlmpag ce: um?‘lemo

Settings

Version

Terms
Privacy

Company

@ Smart Location (Best) 3

India - Mumbai Email Us
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3.12.5 CGW Settings

On CGW UI Home screen, click on three lines available on top left corner to
show available options.
Click on “Settings” to display available settings/parameters:

Settings

3.12.6 Upload Logs

On CGW UI Home screen, click on three lines available on top left corner to
show available options.

Click on “Settings” to get access to button to upload logs.

Click on “Upload” button. After uploading logs, successful message will be
displayed.

Settings
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3.12.7 Service Reset

On CGW UI Home screen, click on three lines available on top left corner to
show available options.

Click on “Settings” to get access to button to reset service.

Service Reset is recommended when CGW service or Ul is not working

properly.

3.13 CGW CLI COMMANDS

CGW command line interface supports below commands for service
operations.

3.13.1 CGW Commands Help

Display supported commands:

$ sudo xlgateway

usage:

xlgateway {setup|servers|connect|disconnect|status|login]|logout|show-gw-
interface|attach-gw-interface|change-lan-interface|enable-multicast|disable-
multicast|show-multicast-config|enable-nat|disable-nat|recover|available-
versions|upload-log|show-upload-log-config|enable-auto-upload-log|disable-
auto-upload-log|set-upload-log-duration|upgrade|show-auto-upgrade-
config|enable-auto-upgrade|disable-auto-upgrade|set-auto-upgrade-
duration|reset|version|set-static-cyber-node|unset-static-cyber-node|show-
static-cyber-node|speedtest|set-lan-next-hop|unset-lan-next-hop|show-1lan-
next-hop|setup-halunset-ha|enable-cgw-bypass|disable-cgw-bypass}

Command description:
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setup

servers

connect

connect <cyber-node>
disconnect

status

login

logout
show-gw-interface
attach-gw-interface
change-lan-interface
enable-multicast
disable-multicast
show-multicast-config
enable-nat

disable-nat

recover
available-versions
upload-log
show-upload-log-config
enable-auto-upload-1log
disable-auto-upload-log
set-upload-log-duration
upgrade
show-auto-upgrade-config
enable-auto-upgrade
disable-auto-upgrade
set-auto-upgrade-duration
reset

version
set-static-cyber-node
unset-static-cyber-node
show-static-cyber-node
speedtest
set-lan-next-hop
unset-lan-next-hop
show-lan-next-hop
setup-ha

unset-ha
enable-cgw-bypass
disable-cgw-bypass

3.13.2 Service Connect

Page 102

: Do CGW setup, login and verification
: Get Exium Cyber Nodes List

: Connect CGW to Smart Location

: Connect CGW to provided Cyber Node

: Disconnect CGW

: Check CGW connection status

Login to CGW service
Logout from CGW service

: Show attached LAN interface
: Attach interfaces to CGW
: Change attached LAN interface

Enable Multicast

: Disable Multicast
: Show Multicast Configuration

Enable NAT on LAN interface

: Disable NAT on LAN interface

Recover CGW service

: Show latest available versions
: Upload logs for debugging
: Show log upload config

Enable auto upload log

: Disable auto upload log

: Set duration to auto upload log in seconds
: Upgrade CGW application manually

: Show auto upgrade config

Enable auto upgrade of CGW

: Disable auto upgrade of CGW
: Set duration to auto upgrade CGW in seconds

Reset CGW service

: Show CGW version

: Select a Cyber Node to connect always
: Disable Static Cyber Node

: Show Static Cyber Node Config

: Show speedtest results

: Configure single next-hop on LAN

: Remove single next-hop on LAN

: Show configured LAN next hop

: Setup High Availability

Remove High Availability configuration/setup
Enable traffic to bypass CGW tunnel

: Disable traffic to bypass CGW tunnel

Use below command to connect CGW service.

$ sudo xlgateway connect

Service connection is in progress...

Connection In Progress---------

CGW connected successfully

----- > SessionConnected

Fkokskokkokkkokkokkokkkokkk Dgghbogrd % Kk ks kokkokkok ok ok ok k ok ok ok

Username:

Version:

Server Connected:
Connection Status:
Connected Since:
Date:

v0.6.3

Active

cgw.local. sp@exiumdemo
Mumbai, India

Tue 2021-11-09 07:34:36 UTC; 1 sec ago
Tue 2021-11-09 07:34:37 UTC
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User can also connect to a specific server by selecting it from the list. Use

WebUI URL:

http://172.16.0.5:9630

3k 3k >k >k >k 3k 3k 3k 3k %k %k >k 3k 3k 3k 5k 3k >k >k >k >k 5k 3k 3k >k %k %k >k 5k 3k 3k >k 3k %k %k >k 5k 3k 3k %k %k %k >k %k %k %k %k k %k
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command “sudo xlgateway servers” to get the list of the Cyber Nodes and pass
it with connect command:

sudo xlgateway connect exe2lmum.exium.net
Service connection is in progress...
Connection In Progress-------------- > SessionConnected

CGW connected successfully
3k 3k 3k >k 3k ok ok ok >k 3k >k Sk ok sk sk ok k >k k Dashboard 3k 3k 3k 3k Sk ok ok ok 3k >k Sk sk ok sk ok ok k >k k

Username:

Version:

Server Connected:
Connection Status:

Connected Since:

Date:
WebUI URL:

cgw.local.sp@exiumdemo

v0.6.3

Mumbai, India

Active

Tue 2021-11-09 07:34:36 UTC; 1 sec ago
Tue 2021-11-09 07:34:37 UTC
http://172.16.0.5:9630

3k 3k >k >k >k 3k 3k 3k 3k >k >k %k 3k 3k 5k Sk 3k k >k 3k >k 5k 3k sk sk >k >k 3k 5k 3k 3k sk sk >k >k >k >k ok 3k 3k >k >k %k >k %k >k k k%

3.13.3 Service Disconnect

Use below command in case user wants to disconnect service:

$

sudo xlgateway disconnect
Service disconnection is in progress...
CGW disconnected successfully

3.13.4 Service Status

Use below command to check Exium CGW connection status:

sudo xlgateway status
3k sk 3k 3k 3k sk ok ok 3k >k >k 3k ok sk ok >k %k k k Dashboard 3k sk ok sk 3k 3k sk sk skook ok 3k >k 3k >k skook sk ok

Username:

Version:

Server Connected:
Connection Status:
Connected Since:
Date:

WebUI URL:

cgw.local.sp@exiumdemo

v0.6.3

Mumbai, India

Active

Tue 2021-11-09 07:34:36 UTC; 1 mins ago
Tue 2021-11-09 07:36:09 UTC
http://172.16.0.5:9630

>k %k 3k >k 5k >k >k ok >k %k 5k >k >k ok >k %k 5k >k >k 5k >k %k %k ok >k %k >k >k %k >k >k 5k >k >k 5k >k >k %k >k >k %k >k >k >k %k *k >k k x

CGW State:
Multicast Support:
NAT Support:

Auto upgrade:

LAN Interfaces:
WAN Interfaces:

Connected
Disabled
Enabled
Disabled
ethl
etho

3k 3k >k >k >k 3k 3k 3k 3k %k %k %k %k 3k 5k 5k 3k >k >k %k >k 5k 3k >k >k %k %k >k 5k 3k 3k %k %k %k %k %k >k %k %k %k %k %k *k >k %k %k %k %k %k
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WAN and LAN interface names will be same in above output if CGW is
deployed with single interface.

3.13.5 Multicast Support Enable/Disable

Use below commands to enable or disable Multicast support on CGW.
¢ By default, Multicast support is disabled.
¢ Below example shows commands to enable Multicast support on CGW:
e To enable, provide input ‘y’ else ‘n’ to disable
e Provide LAN interface name
e Provide subnets which will originate Multicast streaming
o Multiple entries can be configured

$ sudo xlgateway enable-multicast
Configure Multicast parameters...
Provide inputs to configure Multicast support...
Multicast traffic originator or source subnet(format: 10.101.0.0/16):
10.101.0.0/16
['10.101.0.0/16"]
Do you want to configure another Multicast traffic originator subnet:(y/n) y
Multicast traffic originator or source subnet(format: 10.101.0.0/16):
10.102.0.0/16
['10.101.0.0/16', '10.102.0.0/16']
Do you want to configure another Multicast traffic originator subnet:(y/n) n
Multicast configuration completed successfully
Reloading services and daemons...

$ sudo xlgateway disable-multicast
Notification: Multicast support disabled on CGW
Reloading services and daemons...

Note: CGW will disconnect and reconnect automatically after enabling
Multicast support.

3.13.6 Cyber Node List

Use below command to get the list of all the Exium Cyber nodes available to
connect: [It is recommended to use “Smart Location” in case there is no specific
requirement to use other Cyber Node]

$ sudo xlgateway servers

Name Address

Smart Location(SPA) exe.exium.net

Ohio, USA exel5oho.exium.net
Virginia, USA exel6va.exium.net
California, USA exel8ca.exium.net
Mumbai, India exe2lmum.exium.net
Dallas, TX (EQ) exe5leqtx.exium.net
Dallas, TX (IBM Lab-2) 170.226.21.114

3.13.7 Change of Cyber Node
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Use below command to connect to specific Exium Cyber Node:
$ sudo xlgateway connect exel5oho.exium.net
3k 3k 5k 3k 3k 3k Sk ok ok 3k >k >k kosk sk ok %k k k Dashboard 3k 3k 3k 3k 3k >k 3k sk skook ok 3k sk sk sk kok ok k
Username: cgw.local.sp@exiumdemo.exium.net
Version: v@.5.5
Server Connected: US East - Ohio
Connection Status: Active
Connected Since: Mon 2021-10-11 12:17:31 UTC; 42 sec ago
Date: Mon 2021-10-11 12:17:12 UTC
WebUI URL: http://172.16.0.5:9630
>k 3k 3k >k 3k >k 3k sk >k 3k >k 3k 3k >k 3k ok 3k >k 3k 3k >k 3k >k 3k 5k >k 3k %k 5k 5k >k 3k >k 3k k >k 3k >k 3k k >k 3k >k 3k >k %k %k >k k

CGW State : Connected
3.13.8 Logout

Use below command to logout:

$ sudo xlgateway logout
User logged out successfully

3.13.9Login
Use below command to login:

$ sudo xlgateway login

Provide inputs to login...
Workspace: exiumdemo
Gateway Name: cgw.local.sp
Checking Credentials------- > Done
Notification: Please check your email
Notification: We sent a verification link to s****y@e**t and to mobile ****1860.
This link is valid for 1@mins.
Verifying User-------- > Verified
Verifying User Certificates----- > Success

3k 3k ok 3k 3k 3k sk ok 3k 3k 3k 3k Sk sk sk 3k 3k 3k Sk ok ok ok ok 3k 3k Sk ok sk sk 3k 3k 3k Sk ok ok 3k >k 3k 3k sk ok ok 3k 3k 3k >k sk ok 5k sk ok >k >k >k >k sk sk ok
Service connection is in progress...

Connection In Progress-------------- > SessionConnected
Exium CGW connected successfully

3k 3k 3k 3k >k 3k 3k 5k 5k 5k %k >k 3k 5k ok >k %k k >k Dashboard 3k 3k 3k >k 3k 3k 3k 5k 3k >k >k >k 3k 5k %k 5k k % %k

Username: cgw.local.sp@exiumdemo
Version: v@.5.6

Server Connected: India - Mumbai

Connection Status: Active

Connected Since: Wed 2021-10-13 13:21:06 UTC; 1 sec ago

Date: Wed 2021-10-13 13:21:07 UTC
WebUI URL: http://172.16.0.7:9630

ok o K oK oK oK ok ok ok ok ok oK oK oK ok ok ok ok ok ok oK ok ok ok ok ok o K oK oK ok ok ok ok ok o oK ok ok ok sk ok ok K ok ok ok

3.13.10 Show Attached LAN Interface

Use below command to check current attached LAN interface:

$ sudo xlgateway show-gw-interface
Attached Interfaces: [ethl]


http://172.16.0.7:9630/
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3.13.11

Change of LAN Interface

User can check current interface attached to CGW and decide to change LAN
interface.

Press “y” when asked to disconnect service.

Provide LAN interface when prompted:

3.13.12

$

sudo xlgateway show-gw-interface
Attached Interfaces: [eth1l]

sudo xlgateway change-lan-interface
Existing LAN interface attached: ethl

Service will disconnect Do you want to change attached LAN interface [y/n]:

Detach interface ethl which is attached to Exium CGW
Detached interface ethl successfully
CGW is in connected state. Disconnecting, before attaching interface...
Service disconnection is in progress...
Exium CGW disconnected successfully
Provide LAN interface to attach: ethl
LAN interface attached successfully with Exium CGW
Connecting service with new LAN interface changes...
Service connection is in progress...
Connection In Progress------------ > SessionConnected
Exium CGW connected successfully
3k 3k 5k 3k 3k 3k Sk ok 3k ok >k 3k ok sk sk ok k >k k Dashboard 3k 3k 3k 3k 3k 3k sk ok sk ok >k >k sk sk sk sk sk ok k
Username: cgw.local.sp@exiumdemo.exium.net
Version: v@.5.5
Server Connected: 1India - Mumbai
Connection Status: Active
Connected Since: Mon 2021-10-11 12:17:31 UTC; 42 sec ago
Date: Mon 2021-10-11 12:17:12 UTC
UL Link: http://172.16.0.5:9630

ok o K oK oK oK ok ok ok K K oK oK ok ok ok ok ok ok oK ok ok ok ok ok K oK oK ok Kok ok ok oK Kok ok ok ok ok K ok k ok ok ok

Show Multicast Configuration

If Multicast is enabled, use below command to show Multicast related
configuration:

3.13.13

$

sudo xlgateway show-multicast-config
3k 3k ok 3k 3k 3k sk ok 3k 3k 3k sk Sk sk sk 3k 3k 3k sk ok ok ok 3k 3k Sk sk ok 3k 3k sk sk ok sk sk 3k sk ok sk ok 3k 3k sk sk sk sk ok ok 3k 3k sk ok ok >k >k sk ok sk ok
Multicast Support: Enabled
Upstream Interface: ethl
Upstream Subnets:
10.102.0.0/16
10.101.0.0/16
Downstream Interface: par-gre
Downstream Subnets:

100.121.0.0/16
sk ok sk ok ke ok ok ok ok ok ok ok s ok sk ok sk ok sk ok ke ok ok sk ok sk ok sk ok ok sk ks ok ok sk ok sk ok s ok sk sk ok sk ok ok ok ok ok ok ok k ok

Upload Logs

y
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Use below command to upload logs for debugging:

$ sudo xlgateway upload-log
Uploading Logs--> Done

3.13.14 Show Latest Available CGW Versions

Use below command to upload logs for debugging:

$ sudo xlgateway available-versions
exium-1lgw:
Installed: 0.4.9
Candidate: 0.4.9
Version table:
*** 9.4.9 500

Page 107

500 http://13.127.249.55:8080/repos/exium-1gw/debian/amd64 Packages

100 /var/lib/dpkg/status
0.4.8 500

500 http://13.127.249.55:8080/repos/exium-1gw/debian/amd64 Packages

0.4.7 500

500 http://13.127.249.55:8080/repos/exium-1gw/debian/amd64 Packages

0.4.6 500

500 http://13.127.249.55:8080/repos/exium-1gw/debian/amd64 Packages

0.4.5 500

500 http://13.127.249.55:8080/repos/exium-1gw/debian/amd64 Packages

0.4.4 500

500 http://13.127.249.55:8080/repos/exium-1gw/debian/amd64 Packages

0.4.3 500

500 http://13.127.249.55:8080/repos/exium-1gw/debian/amd64 Packages

0.4.2 500

500 http://13.127.249.55:8080/repos/exium-1gw/debian/amd64 Packages

0.4.1 500

500 http://13.127.249.55:8080/repos/exium-1gw/debian/amd64 Packages

0.4.0 500

500 http://13.127.249.55:8080/repos/exium-1gw/debian/amd64 Packages

3.13.15 CGW Upgrade
Use below command to upgrade CGW:

$ sudo xlgateway upgrade

If latest version is already installed, then command will exit after displaying

information on screen.

3.13.16 CGW Auto Upgrade Enable/Disable

Use below command to enable/disable auto upgrade of CGW:

$ sudo xlgateway enable-auto-upgrade

%k 3k 5k >k 3k 5k >k 3k >k >k 3k ok >k 5k >k >k %k >k >k 5k >k >k %k 5k >k >k 5k >k %k >k >k %k 5k >k %k >k >k >k >k >k %k >k >k %k 5k >k >k >k %k >k >k >k %k >k *k >k >k %

Updating setting--> Done

$ sudo xlgateway disable-auto-upgrade

%k 3k 5k >k 3k ok >k 5k >k >k 3k ok >k 5k 5k >k %k >k >k 5k >k >k %k 5k >k >k 5k >k %k >k >k %k 5k >k >k >k >k >k >k >k %k >k >k >k 5k >k >k %k %k >k %k *k >k %k *k >k *k %
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Updating setting--> Done

3.13.17 Show Auto Upgrade Configuration Settings

Use below command to show CGW auto upgrade configuration settings:

$ sudo xlgateway show-auto-upgrade-config
>k 3k 3k >k 3k 3k 3k sk >k 3k >k 3k sk >k sk >k 3k 5k >k sk >k 3k >k 3k 3k >k 3k >k 3k 3k 5k 5k >k 3k >k 3k 3k 3k 3k >k 3k 5k >k >k 5k 3k 3k >k 3k >k >k k >k %k >k %k k %

upgrade_config =>
next_trigger = Wed 2021-11-10 06:51:24 UTC
running = true
auto = false
candidate = 0.6.3
duration = 86400
installed = 0.6.3
last_trigger =

3k 3k 3K 3K 3K 3k 3k 3k Sk K >k 5k 5k 3k 3k %k 5k 3k 5k 3k 3k 3k k 3k k %k 3k 3k 3k 5k 3k 3k >k %k >k 5k 5k 5k Sk sk sk sk >k 5k 5k sk sk >k >k >k 5k %k ok k >k k k%

3.13.18 Set Auto Upgrade Duration

Use below command to set duration for auto upgrade:

$ sudo xlgateway set-auto-upgrade-duration 3600
sk 3k 3k 3k 3k 3K 3k 5k 5k 5k 5k 5k >k 3k 3k 3k 3k 3k 5k 5k 5k 5k 5k 5k 5k >k sk 3k 3k 3k 5k 5k 5k 5k >k %k 5k %k %k 5k 3k 3k >k 5k 5k >k >k >k >k >k >k %k 3k 3k 3k 5k >k k

Updating setting--> Done
3k 3k 3k 3k 3k 3k Sk ok 3k 3k 3k Sk Sk ok 3k 3k 3k Sk Sk ok ok 3k 3k 3k Sk ok ok 3k 3k Sk ok ok ok 3k 3k Sk ok sk 3k 3k 3k Sk sk ok ok ok 5k >k >k Sk ok ok %k >k >k ki ki ok

Note:
- Duration is in seconds
- By default, duration is set to 24 Hours

3.13.19 Auto Log Upload Enable/Disable

Use below command to enable/disable auto log upload from CGW:

$ sudo xlgateway enable-auto-upload-log

ok o oK oK oK ok ok ok K o K oK oK ok ko ok K oK oK sk ok o o oK K oK oK oK 3k ok ok o oK oK ok ok sk ok o ok oK ok 3k ok ok o K oK oK ok oK ok ok k

Updating setting--> Done

3k 3k 3K 3K 3K 3k 3k 3k sk K 3k 5k 5k 5k sk sk sk sk >k >k 5k 5k sk 3k >k 3k 3k 5k 5k 3k sk >k 3k 5k 5k 3k sk %k >k 3k 5k 3k sk >k >k 5k 5k 5k 3k sk >k >k %k ok %k sk k >k

$ sudo xlgateway disable-auto-upload-log

ok o K oK oK ok ok ok ok K oK oK oK ok ok ok ok ok ok K oK sk ok ok ok oK oK oK ok ok ok ok o oK oK oK sk ok ok K K oK KK ok ok ok ok ok K K Kok ok ok ok

Updating setting--> Done
>k 3k 3k >k 3k >k 3k 3k >k 3k >k 3k 3k >k 3k >k 3k >k 5k 3k >k 3k >k 3k >k 3k 3k >k 3k >k 5k >k 5k 3k >k 3k >k 3k 3k 3k >k 3k >k 3k >k 3k >k >k 3k >k >k %k %k %k %k 3k k

3.13.20 Show Auto Log Upload Configuration Settings

Use below command to show CGW auto log upload configuration settings:

$ sudo xlgateway show-upload-log-config
3k 3k 5k 3k 3k 3k 3k 5k 3K 3k >k 3k 3k 5k 3k 3k >k 3k 3k 5k 3k 3k 3k 3k 3k 3k 5k 3k >k >k 3k 3k 5k 5k >k 3k 3k 5k 5k 3k >k >k 3k 3k >k 5k 5k >k >k >k 5k >k %k %k %k k 5k k
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log_rotation_config =>
last_log cleanup_time = 2021-10-18 12:32:09.308700632 +0000 UTC
log_rotate_duration = 12hom@s
log_rotate_next_trigger = 1.049449555s
log rotate_size = 1.048576e+07
last_log rotate_time = 2021-10-18 12:52:01.327107645 +0000 UTC
m=+840.093164647
log _cleanup_active = true
log cleanup_next_trigger = 22h18m10.722340475s
log cleanup_older_than = 168hOm@s
log rotation_active = true
max_num_files = 30
log_upload_config =>
next_trigger = Mon 2021-10-18 12:56:46 UTC
running = true
auto = true
duration = 240
last_trigger = Mon 2021-10-18 12:52:46 UTC
last_log file_creation_time = 2021-10-18T12:38:01.256276022Z
log_cleanup_enabled = true
log dir = /var/log/exium
log file = /var/log/exium/exium.log
log level = error

log_rotate_enabled = true
sk 3k 3k 3k 3k 3k 3k 5k 5k 5k 3k sk >k 3k 3k 3k 3k 3k 5k 5k >k 5k 5k 5k >k sk >k 3k 5k 3k 3k 3k 3K 5k 5k >k >k 5k %k %k %k 5k >k 5k 5k >k >k >k >k >k >k 3k 5k 3k 5k 5k k k

3.13.21 Set Auto log Upload Duration

Use below command to set duration for auto log upload:

$ sudo xlgateway set-upload-log-duration 3600
3k 5k 3k 3k sk sk sk sk 3k sk 3k 3k sk sk sk ok 5k 3k 3k sk sk ok 3k 3k sk sk sk sk 5k 5k 3k sk sk sk 3k 5k 3k 5k sk sk >k 5k 5k 5k sk >k >k 5k 3k 5k 5k %k >k >k 5k k k %

Updating setting--> Done
5k sk 5k ok sk ok ok %k ok sk %k ok sk ok ok sk ok ok sk ok ok sk ok sk ok ok %k ok 5k sk ok sk sk ok sk ok ok sk ok ok sk ok sk ok sk ok ok sk ok ok sk ok ok ok ok ok ok ok

Note:
- Duration is in seconds
- By default, duration is set to 24 Hours

3.13.22 Reset

Use below command to reset CGW.
Service be disconnected and automatically reconnect after some time.

$ sudo xlgateway reset
3k 3k 3k 3k 3k 5k 5k 3k sk >k 3k >k 5k 3k sk sk sk sk sk >k 3k ok sk sk 3k >k 3k ok 5k ok 3k 3k >k >k ok 5k ok sk sk >k 3k >k ok sk k %k >k ok sk kR ok ok sk sk k k k.

Resetting CGW, service will reconnect incase already connected...
Do you want to continue service reset? (y/n): y

Disconnection In Progress---------------- > Success
Reset in Progress------- > Success
Checking Service status------- > OK

Notification: Service is UP and running

3k 3k 3k 3k Sk 3k Sk 3k ko3 sk 3k skook skook sk ki k Dashboard 3k 3k 3k 3k 3k 3k sk 3k sk 3k sk ok ko ok >k sk k sk k
Username: cgw.local.sp@exiumdemo
Version: v0.6.3
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Server Selected:
Connection Status:
Date:

WebUI URL:
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Smart Location

Not Active

Tue 2021-11-09 10:50:06 UTC
http://172.16.0.5:9630

3 3k 5k >k 3k 5k >k %k 5k >k %k 5k >k >k 5k 3k >k 3k >k >k 5k 5k >k >k 5k >k >k 5k %k >k >k %k 5k >k %k >k >k %k >k %k >k >k %k %k %k >k k k *k

CGW State:
Multicast Support:
NAT Support:

Auto upgrade:

LAN Interfaces:
WAN Interfaces:

Disconnected
Disabled
Enabled
Disabled
ethl

etho

3k 3k 3K 3K 3K 3k 3k 3k %k %k >k 3k 3k 3k 3k %k %k %k >k 3k 5k 5k %k %k %k 3k 5k 3k 3k 3k 3k %k %k >k 5k 3k 3k %k %k %k k >k %k %k k %k k k%

3.13.23 Version

Use below command to

check CGW version:

$ sudo xlgateway version
3k 5k 3k 3k 3k sk sk sk 3k sk 3k 3k sk sk sk ok 5k 3k 3k sk sk ok 3k 3k sk sk sk sk 3k sk 3k sk sk 3k 3k 5k 3k 5k sk sk >k 5k 3k 3k sk 3k 5k 5k 3k 3k ok %k >k >k 5k k Kk

CGW Version: v0.6.3

3k 3k 3K 3K 3K 3k 3k 3k sk >k >k 3k 5k 3k 3k >k sk sk >k >k 3k 3k %k kK 3k 3k 3k 3k 3k 3k %k >k 5k 3k 3k 3k 3k %k K 3k 5k 3k 3 3k k %k k %k k Kk >k %k k k k%

3.13.24

Use below command to

Set Static Cyber Node

set static cyber node for CGW to connect always.

It will show available Cyber Nodes which user can select. User will be prompted
for option to disconnect. It will ask for reconnection to configured static cyber
node if CGW is already in connected state.

$ sudo xlgateway set-

static-cyber-node

e Available Cyber‘ Nodes =

Name

Smart Location(SPA)
Ohio, USA

Virginia, USA
California, USA
Mumbai, India
Dallas, TX (EQ)

Address
exe.exium.net
exel5oho.exium.net
exel6va.exium.net
exel8ca.exium.net
exe21lmum.exium.net
exe5leqtx.exium.net

Dallas, TX (IBM Lab-2) 170.226.21.114
OCN - exiumdemo - ex-test exel85exiumdemo.exium.net
London, UK 158.175.97.142

Dallas, TX (Innovate5G) 206.126.56.58

Provide Cyber Node Address: exel6va.exium.net

SUCCESS: Static Cyber Node set to : exel6va.exium.net

NOTICE: CGW connected to other Cyber Node.

Service will disconnect and reconnect CGW to static Cyber Node?
Do you want to continue? [y/n]: y

CGW will be connected to static Cyber Node: exel6va.exium.net
Service disconnection is in progress...

CGW disconnected successfully

Service connection is in progress...

NOTICE: Static Cyber Node: exel6va.exium.net

Config Update in progress--> ConfigUpdated

Connection In Progress------------ > SessionConnected
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CGW connected successfully
3k 3k 5k 3k 3k 3k Sk ok 3k ok >k 3k Sk k ok ok k %k k Dashboard 3k 3k 3k sk 3k >k 3k >k skook ok 3k >k 3k >k sk skosk ok

Username: cgw.local.sp@exiumdemo
Version: v0.6.9
Server Connected: Virginia, USA
Connection Status: Active
Connected Since: Wed 2021-12-08 14:29:30 UTC; 1 sec ago
Date: Wed 2021-12-08 14:29:30 UTC

WebUI URL: http://172.16.0.5:9630
3k 3k ok 3k 3k Sk sk ok ok 3k 3k 3k ok ok 3k 3k 3k Sk 3k ok >k 3k 3k 3k Sk 3k ok 3k 3k 3k >k 5k ok >k 3k Sk ok 5k ok >k 3k Sk ok 5k 5k ok >k k >k

Note: It is not recommended to set static cyber node if user does not have any
specific reason. Once set, CGW will always try to connect to static cyber node
which will not allow it to choose any other cyber node using Smart Location
concept.

3.13.25 Unset Static Cyber Node

Use below command to unset static cyber node configured on CGW. If CGW is
in connected state then notification will be prompted.

$ sudo xlgateway unset-static-cyber-node
3k 3k 3k 3k 3k 3k Sk ok 3k 3k 3k 3k Sk sk sk 3k 3k sk Sk ok ok ok ok 3k 3k Sk ok sk sk >k sk sk Sk ok ok 3k >k 3k sk sk ok ok 3k >k 3k >k Sk ok ok 3k >k sk sk sk sk ok sk k

Notification: Static Cyber Node disabled
NOTICE: CGW is in connected state. Reconnect CGW to select Cyber Node using

Smart Location
3k 3k 3k 3k Sk >k sk sk sk 3k sk 3k sk 3k sk ok sk 3k sk 3k sk sk sk Sk sk Sk sk Sk 3k Sk 3k sk sk sk ok sk sk sk Sk sk Sk sk Sk sk sk sk sk sk sk sk skosk sk sk sk sk k

3.13.26 Show Static Cyber Node

Use below command to show static cyber node configured on CGW. It will
show “Not Configured” if static cyber node entry is not configured.

$ sudo xlgateway show-static-cyber-node
3k 5k 3k 3k sk sk sk sk 3k sk 3k 3k sk sk sk ok 5k 3k 3k sk sk ok 3k 3k sk sk sk sk 5k 5k 3k sk sk 3k 3k 5k 3k 5k sk sk >k 5k 3k 5k 5k 3k 5k 5k 3k 5k 5k %k >k >k 5k k Kk

Static Cyber Node: exel6va.exium.net
3k 3k 3k 3k 3k 3k Sk ok ok ok 3k 3k Sk sk ok sk 3k sk sk ok ok ok ok 3k 3k Sk ok sk sk 3k 3k 3k Sk ok ok 3k >k 3k Sk sk ok 3k 3k ok sk ok 3k >k >k sk ok 3k >k >k >k kosk ok

3.13.27 Set LAN Next Hop

Next hop configuration on LAN interface is required to avoid configuration of
individual routes of different subnets on CGW VM.
For eg. -
e CGW LAN interface is on subnet 192.168.10.0/24 and default gateway is
192.168.10.1.
e Other private subnets are 192.168.11.0/24 and 192.168.12.0/24 which are
accessible from gateway 192.168.10.1


http://172.16.0.5:9630/
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e Trustpaths configured will be required for all three subnets
192.168.10.0/24, 192.168.11.0/24 and 192.168.12.0/24

e CGW must be configured with next hop 192.168.10.1 on LAN interface to
avoid individual routes of subnet 192.168.11.0/24 via 192.168.10.1 and
192.168.12.0/24 via 192.168.10.1

Use below command to set the next hop IP address on CGW towards LAN
interface.

$ sudo xlgateway set-lan-next-hop 192.168.10.1

3k >k 3k 3K 3K 3k 3k 3k 3k %k %k >k 5k 3k 3k 3k 3k %k %k >k 5k 3k %k %k >k >k 3k 3k 3k 3k 3k %k >k 5k 3k 3k 3k %k %k %k >k 3k %k 5k 3k 3k >k %k %k %k >k >k %k %k %k k k %k

LAN next hop configure success: [192.168.10.1]
>k 3k 3k >k 3k >k 3k k >k 5k >k 3k 3k >k Sk 5k 3k 5k >k 3k >k 3k >k 3k >k 3k sk >k 3k 3k 5k 5k >k 3k >k 3k 3k 3k k >k 3k %k 5k 3k >k 3k k >k 3k >k >k %k >k %k %k 3k k k

Note: LAN next hop must be accessible from the LAN interface. Make sure
other subnets are accessible from the next hop.

3.13.28 Unset LAN Next Hop

Use below command to unset the next hop IP address on CGW towards LAN
interface, if already configured.

$ sudo xlgateway unset-lan-next-hop
3k 3k 3k 3k 3k 3k Sk ok 3k 3k >k 3k Sk sk sk 3k 3k sk Sk ok ok ok ok 3k 3k Sk ok sk sk >k sk sk Sk ok ok 3k >k 3k sk sk ok ok 3k >k 3k 3k Sk ok ok 3k >k sk sk sk sk ok ok k

Removing configured LAN next hop...
5k sk ok ok sk ok ok sk ok sk %k ok sk ok ok sk ok ok sk ok ok sk ok sk ok ok sk ok sk sk ok sk ok ok sk ok ok ok ok sk ok ok sk ok sk ok ok sk ok ok sk kok sk ok ok

3.13.29 Show LAN Next Hop

Use below command to show the next hop IP address on CGW towards LAN
interface, if already configured.

$ sudo xlgateway show-lan-next-hop
3k 3k 3k 3k 3k 3k sk ok 3k 3k 3k sk Sk sk sk 3k 3k 3k Sk ok ok ok ok 3k 3k Sk ok sk sk 3k 3k 3k Sk ok ok 3k ok sk ok 3k 3k Sk sk ok sk ok 3k >k >k Sk ok ok %k >k >k sk k k

LAN Next Hop: [192.168.10.1]

ok o K oK oK oK ok ok ok K oK oK oK ok 3k ok ok ok ok oK oK ok ko o oK oK oK ok ok ok ok o oK oK oK ok kK ok K oK K oK ok ok sk ok ok ok Kk Kk ok ok ok

3.13.30 Setup High Availability

Two machines must be available to setup CGW with high availability.
¢ Primary CGW
e Secondary CGW

Note:
1. High Availability on CGW with two interfaces (WAN and LAN on
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separate interfaces) is currently not supported.
2. HA setup is not supported using CGW UL.

In case one CGW is already running in data center then it can be treated as
Primary Node. Below steps will be required to setup CGW HA:
I.  Create another CGW VM by referring section 3.7 or refer section 3.8
in case machine is a bare metal.
II. Both CGWs (Primary and Secondary) must be reachable to each
other. IPs on both CGW machines must be from same subnet.
III.  Multicast traffic must be allowed between CGW machines.

Virtual IP

CGW failover / health monitor utility will require additional IP address from
the same subnet configured on interface which will be used as VIP (Virtual IP).
e VIP will be installed only on Active node
e CGW will be in connected state only on Active node
e VIP will be switched over to other node and CGW will connect
automatically if current Active node fails

Sample Network Diagram

CGW-Primary 192.168 253 10024 CGW-Primary 192,168 253.100/24
192.168.253.10/24 1921682531024
m VIP: 192 168.253 253 m After Failover m

Server-1

Before Failover

) @)
[I~Cea

I
'

H 192.168.253.20/24
CGW-Secondary

Primary Node

e 0
.;21\ !
Server-2 P
m ﬂ VIP: 192.168.253.253
192.168.253.20/24
192 168 253 zy CGW-Secondary 192.168.253. Ty

On primary node, install and setup CGW (refer section 3.11) or skip installation
and setup if one CGW is already running in data center.

Execute below command to setup HA on primary node:

“_”n

Provide input “1”, when prompted for node type and provide Virtual IP address.

$ sudo xlgateway setup-ha
>k 3k 3k >k 3k >k 3k 3k >k 3k >k 3k 3k >k 3k >k 3k 3k >k 3k >k 3k >k 3k 3k >k 3k >k 3k 3k >k 3k >k 3k %k >k 3k >k 3k >k 3k 3k >k %k 5k 3k >k 3k %k >k 3k %k >k %k 3k %k *k k
Setup CGW High Availability...
Check CGW failover and monitoring utility...
WARNING: failover/monitoring utility is missing
Update system repository...
System repository update: [OK]
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Installing Linux Headers...

Linux Headers installation: [OK]

Installing failover/monitoring utility package...
CGW failover and monitoring utility: [OK]

Choose node type:

1. Primary

2. Secondary

Node type (provide choice 1 or 2): 1

Selected Node type: [Primary]

CGW application configuration as primary

HA health monitoring interface: [enp@s3]

Provide virtual IP to install on above interface:
Start HA monitoring utility: [OK]

Synchronizing state of keepalived.service with SysV service script with
/1lib/systemd/systemd-sysv-install.

Executing: /lib/systemd/systemd-sysv-install enable keepalived
3k 3k 3K 3K 3K 3k 3k 3k Sk %k >k >k 5k 3k 3k k sk 3k %k >k 5k 3k k sk k %k 3k 3k 5k 5k 3k 3k >k %k >k >k 5k 5k Sk >k >k >k >k 5k 3k sk sk >k %k %k k ok ok %k k sk k%

192.168.253.253

Verify CGW HA on primary node has been setup successfully.

$ sudo xlgateway status
®Fkkk kKRR kkkkkkkkk Dgghbogrd K ¥ F KKk kkkkkkkkkkk

Username: cgw.local.sp@exiumdemo
Version: v0.7.8
Server Connected: Mumbai, India
Connection Status: Active

Connected Since:

Wed 2022-03-23 07:14:19 UTC; 4 sec ago

Date: Wed 2022-03-23 07:14:23 UTC
WebUI URL: http://192.168.253.142:9630
3k 3k ok 3k 3k 3k Sk ok 3k ok 3k 3k Sk ok ok ok 3k >k sk Sk sk ok ok sk 3k 3k Sk sk sk 3k 3k >k 3k Sk ok ok 3k 3k >k >k Sk ok ok ok ok 3k >k sk k
CGW State: Connected
Multicast Support: Disabled
NAT Support: Enabled
Auto upgrade: Disabled
LAN Interface: enp@s3
WAN Interface: enp@s3

LAN Next Hop:

Not configured

3k 3k 3k 3K 3k 3k 3k 3k sk >k K 3k 5k 3k 3k sk sk %k k >k 5k 3k sk k >k 3k 3k 3k 3k 3k sk >k >k 3k 5k ok 3k k >k 3K 5k 5k sk k kK ok k ok

High Availability: Enabled
Node Type: ACTIVE
Virtual IP: 192.168.253.253

ok o K oK oK oK ok ok ok ok K oK oK ok ok ko ok o oK ok sk ko ok o oK oK oK ok ok ko o o oK ok ok ok sk ko oK ok ok ok

If CGW is configured with two interfaces (WAN and LAN separately), then
command will exit with error.

sudo xlgateway setup-ha

3k >k 5k >k 3k 5k >k 5k >k >k 3k ok >k 5k >k >k %k >k >k 5k >k >k %k 5k >k >k 5k >k %k >k >k %k 5k >k %k >k >k %k >k >k %k >k >k %k 5k >k >k >k %k >k >k %k %k >k *k >k >k %

ERROR: LAN and WAN are on different interfaces.

ERROR: Currently High Availability is supported on CGW with single interface
>k 3k 3k >k 3k >k 3k 3k >k 3k >k 3k 3k >k 3k %k 3k 5k >k 3k >k 3k >k 3k %k >k 3k %k >k 3k >k 3k >k 3k 3k >k 3k >k 3k >k >k 3k %k 3k >k 3k >k >k 3k >k >k %k %k %k %k 3k %k

Secondary Node
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On secondary node, first complete CGW installation.
Refer section 3.7 to install CGW using Exium provided virtual appliance or refer
section 3.8 if user wants to install software manually on a VM or bare metal.

Make sure Primary CGW is reachable from current secondary CGW node.

Execute below command to setup secondary node:

« ”»

Provide input “n”, when prompted to login and connect CGW.

$ sudo xlgateway setup
HHHHAEHHHH A HAH S H SRR
Starting CGW installation...
R R R R R i
Validate Internet Connection : [OK]
Check for user requirements...
Notification: Multicast support disabled on CGW
Notification: NAT support enabled on CGW
Reloading services and daemons : [OK]
Detach interface enp@s3 which is attached to CGW
Detached interface enp@s3 successfully
Available interfaces: ['enp@s3']
Setting LAN and WAN on same interface [enp@s3]
Validate WAN connectivity from WAN interface [enp@s3] : [OK]
LAN interface [enp@s3] attached successfully with CGW
Logout from current account
Notification: Not logged in
Login and connect the cyber gateway now [y/n]?: n
CGW login incomplete...
Use 'sudo xlgateway login' to login, verify the account and connect the
service
3k 5k 3k 3k sk sk sk sk 3k 5k 3k 3k sk sk sk ok 3k 3k sk sk sk ok 3k 5k sk sk 5k 3k 5k 3k 3k sk 5k 3k 3k 3k 3k sk sk 3k 5k 5k 3k 5k ok >k 5k 3k 3k 5k 5k >k >k 5k 3k 5k ok %k >k >k k

Use 'sudo xlgateway help' to get list of supported commands
3k Sk 3k 3k 3k 3k sk ok 3k 3k 3k sk ok sk 3k 3k 3k Sk sk ok 3k 3k 3k 3k Sk ok ok 3k 3k Sk ok ok sk 3k 3k Sk ok 5k ok 3k 3k Sk ok ok ok 3k 3k >k Sk ok ok >k %k >k sk skosk >k k %k k

Setup high availability on secondary node

Execute below command to setup HA on secondary node:

“_”

Provide input “2”, when prompted for node type and provide Virtual IP address.

$ sudo xlgateway setup-ha
>k 3k 3k >k 3k >k 5k 3k >k 3k >k 3k 3k >k 3k %k 3k 5k >k 3k >k 3k >k 3k 5k >k 3k >k 5k 3k >k 3k >k 3k 3k >k 3k >k 3k >k 3k 3k >k %k 5k 3k >k 3k %k >k 3k >k 5k %k 3k >k k %
Setup CGW High Availability...
Check CGW failover and monitoring utility...
WARNING: failover/monitoring utility is missing
Update system repository...
System repository update: [OK]
Installing Linux Headers...
Linux Headers installation: [OK]
Installing failover/monitoring utility package...
CGW failover and monitoring utility: [OK]
Choose node type:
1. Primary
2. Secondary
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Node type (provide choice 1 or 2): 2

Selected Node type: [Secondary]

CGW application configuration as secondary

HA health monitoring interface: [enp@s3]

Provide virtual IP to install on above interface: 192.168.253.253

Start HA monitoring utility: [OK]

Synchronizing state of keepalived.service with SysV service script with
/1lib/systemd/systemd-sysv-install.

Executing: /lib/systemd/systemd-sysv-install enable keepalived
>k 3k 3k >k 3k 3k 3k sk >k 3k >k 3k sk >k 3k >k 3k >k 3k 3k >k sk ok sk >k Sk sk >k sk >k ok >k 3k sk >k 3k 3k 3k >k 3k 3k >k 3k >k 3k >k 3k 3k >k 3k >k >k k 5k 3k %k 3k k

Login

Use same credentials which were used on primary CGW and complete account
verification. Service will try to connect automatically but will fail because
current machine is configured as secondary node. Please refer below example
with sample inputs.

$ sudo xlgateway login
5k 5k 3k 3k 3k sk sk sk 3k 3k 3k 3k sk sk sk 5k 5k 3k 3k 5k sk ok 5k 3k 3k 5k sk sk >k >k 5k 3k sk sk sk 3k >k 3k 3k 5k 5k ok >k 5k 5k 5k %k k%
Provide inputs to login...
Workspace: exiumdemo
Gateway Name: cgw.local.sp
Checking Credentials--------- > Done
Notification: Please check your email
Notification: We sent a verification link to s****y@e**t and to mobile
*¥*¥**1860. This link is valid for 1@mins.
Verifying User-------- > Verified
Creating User Certificates-------- > Success

Start HA monitoring utility: [OK]
5k sk ok ok sk ok ok %k ok sk %k ok sk sk ok sk ok ok sk ok ok sk ok 3k ok ok sk ok sk sk ok sk ok ok %k ok sk ok ok sk ok ok sk ok sk ok ok ok ok ok ok ok sk ok ok ok ok ok

3k 3k 3k 3K 3K 3k 3k 3k sk >k 3k 3k 5k 3k 3k sk 3k 3k >k 3k 3k 3k sk 3k >k 3k 3k 5k 5k 3k sk >k >k 3k 5k 3k sk sk >k >k 3k 3k 3k sk %k >k 3k 3k 3k sk sk sk sk ok %k ok k k

ERROR: CGW HA is enabled and current node is in STANDBY mode

ERROR: Connection is not allowed in STANDBY mode, Exiting...
5k sk ok ok sk ok ok % ok sk %k ok sk ok ok sk ok ok sk ok ok sk ok sk ok ok sk ok ok sk ok 3k %k ok sk ok ok %k ok ok %k ok sk ok sk ok ok sk ok ok sk ok ok ok ok k k ok

Verify CGW HA on secondary node has been setup successfully.

$ sudo xlgateway status
3k 3k 5k 3k 3k 3k Sk ok 3k ok >k >k sk ok ok ok %k k sk Dashboard 3k 3k 3k sk 3k 3k 3k >k skook ok >k >k >k >k kok ok k
Username: cgw.local.sp@exiumdemo
Version: v0.7.8
Server Selected: Smart Location
Connection Status: Not Active
Date: Wed 2022-03-23 13:04:44 IST
WebUI URL: http://192.168.253.59:9630
5k 5k 5k 3k sk sk sk 3k 5k 5k 3k 5k sk sk >k ok 5k 3k 3k 5k sk ok 5k 3k 3k 5k sk 5k >k 5k 5k 3k 5k sk sk >k >k 5k 3k 5k ok ok >k 5k 5k %k %k k%
CGW State: Disconnected
Multicast Support: Disabled
NAT Support: Enabled
Auto upgrade: Disabled
LAN Interface: enp@s3
WAN Interface: enp@s3
LAN Next Hop: Not configured
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% 3k 5k >k 3k 5k >k 3k >k >k 3k ok >k 5k >k >k %k 5k >k 5k >k >k %k 5k >k >k 5k >k %k >k >k %k 5k >k %k >k >k %k >k %k >k >k >k >k %k *k >k %k *k

High Availability: Enabled
Node Type: STANDBY

Virtual IP: 192.168.253.253
sk ok sk ok ke ok ok ok ok ok ok ok sk ok sk ok ok ok sk sk ok ok s ok sk ok ok sk ok s ok sk ok ok ok ok ok ok sk ok ok ok ok

If CGW is configured with two interfaces (WAN and LAN separately), then
command will exit with error.

$ sudo xlgateway setup-ha
3k 3k 3k 3k Sk 3k Sk sk sk 3k Sk 3k Sk 3k Sk ok sk 3k sk 5k Sk sk sk Sk sk Sk sk sk sk sk sk Sk 3k Sk sk Sk sk sk 5k sk 3k Sk 3k sk Sk >k sk sk ok sk ok sk sk ok sk sk sk k
ERROR: LAN and WAN are on different interfaces.

ERROR: Currently High Availability is supported on CGW with single interface
>k 3k 3k >k 3k 3k 3k sk >k 3k >k 3k 3k >k sk >k 3k 5k >k Sk >k sk >k 3k k >k 3k >k 5k sk >k 3k >k 3k 3k >k 3k >k 3k 3k >k 3k >k 3k >k 3k k >k 3k %k >k %k >k %k %k >k k %

3.13.31 Disable High Availability

Below commands will disable CGW HA on CGW VMs.

Secondary Node

CGW will be logged out if application is in standby state.

$ sudo xlgateway unsetup-ha
3k 5k 3k 3k sk sk sk sk 3k sk 3k 3k sk sk sk 5k 5k 3k sk sk sk ok 5k 3k 3k sk sk sk 5k 3k 5k 3k sk sk sk sk 3k 3k 3k 3k sk sk >k 5k 3k 5k sk ok >k >k 5k 5k %k ok %k >k k%
CGW HA configuration will be removed, do you want to continue? [y/n]: y
Purge CGW HA configuration. CGW will work in standalone mode
Synchronizing state of keepalived.service with SysV service script with
/lib/systemd/systemd-sysv-install.
Executing: /lib/systemd/systemd-sysv-install disable keepalived
Removed /etc/systemd/system/multi-user.target.wants/keepalived.service.
Disabling HA utility...
Remove HAEanable and NodeType entries: [OK]
Stop HA monitoring utility: [OK]
Reload HA monitoring configuration: [OK]
Logging out application running in backup node

User logged out successfully
3k 5k 3k 3k sk sk sk sk 3k sk 3k 3k sk sk sk 5k 5k 3k sk sk sk ok 5k 3k 3k sk sk sk 5k 3k 5k 3k sk sk sk 5k 3k 3k 3k 3k sk ok >k 5k 3k 5k sk ok >k >k 5k 5k %k ok %k >k k k

Note: Same workspace and gateway names cannot be used simultaneously on
different VMs.

Primary Node

CGW will remain connected even after HA support is disabled if current node
is in active state.

$ sudo xlgateway unsetup-ha
>k 3k 3k >k 3k >k 5k 3k >k 3k >k 3k 3k >k 3k %k 3k >k >k 3k >k 3k >k 3k >k >k 3k >k >k 5k >k 3k >k 3k 3k >k 3k >k 3k >k >k 3k >k 3k %k >k %k >k 3k >k >k %k *k %k % 3k k k
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CGW HA configuration will be removed, do you want to continue? [y/n]: y
Purge CGW HA configuration. CGW will work in standalone mode
Synchronizing state of keepalived.service with SysV service script with
/1lib/systemd/systemd-sysv-install.

Executing: /lib/systemd/systemd-sysv-install disable keepalived

Disabling HA utility...

Remove HAEanable and NodeType entries: [OK]

Stop HA monitoring utility: [OK]

Reload HA monitoring configuration: [OK]

>k 3k 3k >k 3k 3k 3k sk >k 3k >k 3k sk >k sk >k 3k 5k >k 3k >k 3k >k 3k k >k 3k >k 5k sk >k 3k >k 3k 3k >k 3k >k 3k k >k 3k >k 3k >k 3k 3k >k 3k >k >k %k >k %k %k 3k k ok

Enable CGW Internet Bypass

It is possible in rare conditions that CGW disconnects and loses connection
with Cyber Nodes. In such conditions, Secure Private Access (SPA) and Secure
Internet Access (SIA) will be impacted. Machines behind CGWs will lose the
internet access if CGW is not in connected state.
To avoid even minimum downtime, bypass feature can be enabled. It provides
uninterrupted internet access to machine behind CGW. Traffic will pass
without IpSec tunnel and configured policies.
Once CGW connects automatically, bypass rules will be disabled automatically.
If CGW disconnects, bypass rules will be enforced automatically.

$

Verify bypass is enabled but not enforced if CGW is in connected state:

$

sudo xlgateway enable-cgw-bypass
3k 3k 3K 3K 3K 3k 3k 3k k %k 3k 3k 3k 3k 3k 5k %k %k %k 3k 5k 3k 5k %k >k 3k 5k 5k 5k 3k 3k %k K 3k 5k 3k 5k %k %k >k 3k 3k 3k 5k %k >k 5k 3k 3k 3k >k >k >k 5k %k %k %k k

Traffic bypass: [Enabled]

ok o oK oK oK oK ok ok ok K K oK oK ok 3k ok o o K oK ok ok ok ok o oK oK oK ok 3k ko ok o oK oK ok ok sk ok ok oK ok ok ok ok ok ok K Kk ok ok ok

sudo xlgateway status
3k 3k 5k 3k 3k 3k Sk ok ok ok >k >k sk ok ok ok %k k sk Dashboard 3k 3k 3k sk 3k 3k sk sk skook ok >k sk sk sk skok ok k

Username:

Version:

Server Connected:
Connection Status:
Connected Since:
Date:

WebUI URL:

cgw.local. sp@exiumdemo

vo.7.8

Mumbai, India

Active

Wed 2022-03-23 09:11:04 UTC; 22 mins ago
Wed 2022-03-23 09:33:28 UTC
http://192.168.253.142:9630

ok o K oK oK oK ok ok o o o K oK oK ok ok ko ok ok oK ok sk ko ok o oK oK oK ok ok o o o oK ok ok ok sk ko oK ok ok ok

CGW State:
Multicast Support:
NAT Support:

Auto upgrade:

LAN Interface:

WAN Interface:

LAN Next Hop:

Connected
Disabled
Enabled
Enabled

enpos3

enpos3

Not configured

3k >k 5k >k 3k 5k >k 5k >k >k %k ok >k %k ok 3k >k 5k >k >k ok >k >k 3k ok >k %k >k >k %k >k >k >k 5k >k %k >k >k >k >k %k >k >k >k *k >k >k k%

Traffic Bypass:

Enabled, [NOT ENFORCED]

3k >k >k 3 3K 3k 3k 3k 3k %k %k 5k 3k 3k 3k %k %k >k 5k 3k 3k %k %k >k 5k 3k 3k 3k 3k %k %k 3k 3k 3k 3k 3k >k %k %k %k %k *k >k k %k k k kk

Verify bypass is enabled and enforced if CGW is in disconnected state:
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$ sudo xlgateway status
3k >k 3K 3K 3k 3k 3k 3k >k %k >k 5k 3k 3k %k k k k% Dashboard 3k 3K 3K 3K 3k 3k 3k %k %k 3k 3k 5k %k k kK Kk k

Username:

Version:

Server Selected:
Connection Status:
Date:

WebUI URL:

cgw.local. sp@exiumdemo
vo.7.8

Smart Location

Not Active

Wed 2022-03-23 09:38:34 UTC
http://192.168.253.142:9630

3 3k 5k >k 3k 5k >k 3k >k >k 3k 5k >k 3k 3k >k %k 5k >k 3k >k >k %k 5k >k >k 5k %k %k >k >k %k 5k >k %k >k >k %k >k %k >k >k %k %k %k *k k %k x

CGW State:
Multicast Support:
NAT Support:

Auto upgrade:

LAN Interface:

WAN Interface:

LAN Next Hop:

Disconnected
Disabled
Enabled
Enabled

enpos3

enpos3

Not configured

3k 3k 3K 3K 3K 3k 3k 3k Sk >k >k 3k 5k 3k 3k k 3k k >k 3k 5k 5k %k %k %k 3k 3k 5k 5k 3k 3k %k %k >k >k 3k 3k >k >k >k k %k ko k k k k k%

Traffic Bypass: Enabled, [ENFORCED]

ok o K oK oK ok ok ok K K oK oK ok 3k ok o K oK oK ok 3k ok K K oK oK ok ok ok ko o ok K ok ok ok ok ok ok K ok ok k

Note: CGWs are already configured to recover themselves automatically in case
of abnormal scenarios.

3.13.33 Disable CGW Internet Bypass

Use below command to disable Internet bypass. If internet bypass is disabled,

machines behind CGW will observe interruption if CGW loses connection with
Cyber Node/Mesh.

$ sudo xlgateway disable-cgw-bypass
3k 5k 3k 3k sk sk sk sk 3k sk 3k 3k sk sk sk 5k 5k 3k sk sk sk ok 5k 3k 3k sk sk sk 5k 3k 5k 3k sk sk sk sk 3k 3k 3k 3k sk sk >k 5k 3k 5k sk sk >k >k 5k 5k %k ok %k k >k k
Traffic by-passing: [Disabled]

3k 3k 3K 3K 3K 3k 3k 3k sk >k 3k 3k 3k 3k sk sk %k >k 3k 3k sk sk %k 3k ok 3k sk Sk sk sk 3k 3k sk sk sk sk sk 3k sk sk sk >k 3k sk sk sk >k 3k ok 3k ok sk sk k ok k k ok
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4 GATEWAY MANAGEMENT

41 ADD GATEWAY

Follow instructions mentioned in section (3.3) “Admin Console” on Exium
portal. Click on “Gateways” tab.

If you are already logged in, then access “Admin Console” from left panel of
web page and click on “Gateways” tab.

& O £ https://service.exium.net/main/consacle aQ ¥=

E =

Admin Console

Dashb Admin Console

1+ 0)

TiT 2 ~
Gateway Management v

Dashboard Users Groups
Palicy v Security and networking insights for your A o mamsge eere Create groups. Attach security and networking
organization fodormansge users policies

Events

S - s

= ar

Policy Gateways Trust Paths

Add or manage Trust Paths for Secured Private
ccess (SPA)

o B $

Downloads Events Billing

Download Exium clients for various devices View administrative and user events Manage subscriptions and billing

@  exiumigwdemo

On Gateway Management page, click on “Add Gateway”.

« C & service.exium.netidevices/list M (G oused) i

[Em
il
te

i Consols
. Gateway Management
sshboards

Name Tag Type Policy Groups Routes. Session QOS Actions
Gateways

Mo results found

Proceed to enter all the details like Name (mandatory), Email (auto filled), Tag
(editable), Session QoS, Policy groups. Click “Save” once finished.
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Gateways  Add

‘erification Email * —

User Groups Policies

Save Cancel

4.2 ADD TRUST PATH

Once Gateway is added successfully, you will be redirected to next page to add
trust path.

In case user wants to add trust path later, “Trust Paths” page can be accessed
from “Admin Console” on the portal or left panel on the web page under
“Gateway Management”.

@ service.exium.net/devices 08064 ed-11 T & @ rw
E vommpe 2
Add Trust Path
Fuents m Cancel
Click on “Add Trust Path” on “Trust Path Management” page:
“« @ @ service.axium.natjdovices/routes v W () Pausec
E = e

Trust Path Management

Name Destination Gataway (LEW) Allowed Gateways (Fire..  Allowed User Groups (Fir.  Actions
. ; tadimin, development
Trust Paths B desfoservice 192.168.10.024 Igwede sfo a
testing
Policy
m Selocted 1 st of 1 B

Events

Proceed to enter all the details like Group Name (mandatory), Network
Destination (mandatory), Gateway (mandatory), Allowed User Groups
(multiple - user groups which can access these services/servers). Click “Save”
once finished.
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4.3

4.4

Add Trust Path

e stoservices

tstng x  iMadmin ¥ development X

Policy
Events
Cancel

d

[EEE % B servic - Exium ®  +

= < @ service.exium.net/devicesiroutes
(] -

Trust Path Management

EDIT GATEWAY

Page 122

192.168.10.024 Igwik.sf0

Notification will be displayed after trust path is added successfully.

Destination

. * (0 Pw
o PR destbsanic saved o
successfully

a

Gateway (LGW) Allowed Gateways [Fire.  Allowed User Groups [Fir..  Actions
testing, itadmin
102168100124 Igwdcsfo

. dotapones s

User can edit existing Gateway by clicking on name visible on “Gateway
Management” page. It will display gateway details and fields which can be

updated or modified.

¢ C @& service.exium.net/devices/00aeb00a-4b55-11eb-9274-2208601c7 d0e

g =

Edit Gateway: lgw.dc.sfo

EDIT TRUST PATH

% () Paused) i

gwdcsfo

User can edit a trust path by clicking its name visible on “Trust Paths” page.
User can add or remove allowed user groups (by default only admin group will

be present).
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4.5

4.6

“ [+ @ service.exium.net/devices/routes/051add1f-4b59-11eb-0284-2208601c7d0e o »
= A\ Your rial period is 60ing 1o expire an Wad, 0111372021, 208:07 PM | Subscrie Now
12 Admin Console
Edit Trust Path: dc.sfo.services
it Dashboards

User Management v

desfoservices 192168 10.024
Gateway Management
Gatoways testog % Madmin ¥ develooment x | xlv
Trust Paths
admin
: Poliey M
Events
-

DELETE TRUST PATH

User can delete a trust path by individually clicking on delete icon. Multiple
trust paths can also be selected and deleted by single delete operation.

« © & service.exium.netjdevices/list 7 (@ Pauses

/™ Delats Gataway

A wou sure you want to delete gateway lgwadcny T

DELETE GATEWAY

User can delete a Gateway by individually clicking on delete icon. Multiple
Gateways can also be selected and deleted by single delete operation.

[ © & service.exium.net/devices/routes st # (D Poused

™ Dalete Trust Path Management

Are you sure you wart to delete trust path de.sfo.services 7

el o
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5 POLICY MANAGEMENT

5.1 ADD POLICY

Follow instructions mentioned in section (3.3) to access “Admin Console” on
Exium portal. Click on “Policy” tab.

If you are already logged in, then access “Policy” tab from left panel of web page
and click on “Rules” tab.

On Policy Rule Management page, click on “Add Rule”:

« © @ service.adumnet/p % * (@ oo
= e
Admin Cor
Policy Rule Management dRule | Upioad Rutes
Dashboards /
steway Management
Name Tvpe Action uRL [ Part Protacol. Ul(mbps)..  DLimbpsl..  Actions
Pol
polipl [ BLOCK 0 o
Rues [ ¥ |
Groups v 3 ALLOW 2 0 o [ |
Events malip] [ BLOCK 0 0 [ |

Proceed to enter all the details like Name (mandatory), Action (mandatory),
Type (mandatory). Based on Type, enter details like IP, Port, Protocol etc.
Click “Save” once configuration is completed.

€ © @ serviceexiumnetpolicyladd fr ® (@ rovsed) i
E = 2
L}
Add Rule
olipd
ent
Agtion

Allow @ Block

Type
URL @ IP Qos

TCR 999-9599

Notification will be displayed after policy is added successfully.

« C @ service.axium.net/policy/list & (G Pouses)
E = p  Policy e polipt saved &
Lo successfully X
Admin Consote
Policy Rule Management d R Upload Rules
Dashboards
Gate Management
Name Type Agtion URL ] Port Protocal UL{mibps). DLimbps) Actions
Pol
3 BLOCK i &
Rules

Groups palip3 » ALLOW 2 0 o [ % |
o

Events alipl P BLOCK 0 0
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5.2 ADD POLICY GROUP

Navigate to “Groups” page by clicking on the tab present under “Policy” section
on left panel of the web page.

On Groups page, click on “Add Policy Group”:

& & @ service.exium.net/policy/policyGroups|

* & ra
g = 4
e
Policy Group Add Policy Group
- 5
Enter search to start B
Gateway Management
Poliey Groups Associated Rules Priority Actions
Policy
Rukes 00 u
Greups o0 [n |
Events
Sevelor 00 a

Proceed to enter all the details like Group Name (mandatory), Priority
(mandatory), Rules (multiple).
Click “Save” to complete configuration.

* C @ service.exium.net/policy/policyGroups/ade

[Em]

= : S

Add Policy Group

testing 00

Palicy ~ [ polipl X polpd x  malicl X maludll x x v]
Groups

Notification will be displayed after policy group is added successfully.

& C @ service.exium.net/policylpolicyGroups tr # () rause)
E| = o g  Policy Group lesting saved % &
o succassfully
drmin Console
Policy Group Add Policy Group
- a
Palicy Groups Assosiated Rules Priority Actions
Palic
o
o
Event
10 o

5.3 POLICY ASSIGNMENT

User can assign policies and groups to registered users.

Navigate to “User Management” page and click on a username to assign policies
and groups.

% ( Poused)
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€ C & service.axium.netusers/571a4067-4a7a-11eb-90910-9697 0faBdaTt tr W (@) pousea)
Q - ! &
Admin Console
Edit User:
Dashboards
User Management t—
Rama Reddy
Gateway Management
Poliey i
Events
poliod x  maluriz x X v

~

User can assign policy groups to registered user group.
Click On edit User under User Groups page to assign policy group.

€ C & service.exium.net/groups/S9404d1-4s8c-11eb-Gazc-96970(aBe Tl * » @ p‘,u,“.:- B
E = 1
Edit User Group: testing
DefaultQraQes testing x X oW
itadem
Palicy Update TR

5.4 EDIT POLICY

User can edit a rule/policy by clicking on an individual policy name visible on
“Rules” page.

It will display policy details and fields which can be updated or modified.

Click on “Update” to save changes.

(3 & @ service.exium.net/policy/1268d0bc-4b40-1eb-Scle-9697 Matiae?! W (D Paused) :

E = |a £ 3
Admin Console
Edit Rule: polip4
Dashboards
User Managerent .
polind
Gatoway Management

Palicy Action

Allow @ Block

Groups Type
0
Eve
frer X | w | 999-9999
[¥s]
i CE——

5.5 EDIT POLICY GROUP

User can edit a policy group by clicking on an individual policy group name
visible on “Groups” page.

It will display policy group details and fields which can be updated or modified.
Click on “Update” to save changes.
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% Y Poused

&« © @ service.exium.
= |a , 't )
15 Admin Console

Edit Policy Group: testin
! Dashboards w p g
User Management - R
testing 200
Gateway Management
Policy -~ polipl X polipd X malpl X malul X X v
Rules ip2
Groups palipd

Events DefaultOrgQos
polurtd
polurtl

malu2

malip2

5.6 DELETE POLICY

User can delete a rule/policy by individually clicking on delete icon. Multiple
rules/policies can also be selected and deleted by single delete operation.

r » (@)

€ > C @ service.exium.netipolicyflist

£\ Oelete Policy Rute

Are you sure you want to delete policy rule polipd, polip2 ?

5.7 DELETE POLICY GROUP

User can delete a policy group by individually clicking on delete icon. Multiple
policy groups can also be selected and deleted by single delete operation.

u *ﬁwm“ H

€ & C & service.mxium.net/policy/policyGroups/

¢y Detete Policy Group

Ate you sune you want to delete palicy group “itadmin ¥

e -
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6 APPENDIX

The purpose of this section it to provide users working configuration example
of CGW.

It includes following configuration examples:
e Exium Client User Configuration
e CGW Configuration
e Trust Path Configuration
e Sample setup diagram

6.1 EXIUM CLIENT USER CONFIGURATION

Refer below example configuration with the details:
o “Enterprise Admin” is Full Name of “admin” user present in first row of
below snapshot.
e “Exium Test” is Full Name of the non-admin user present in second row
of below snapshot. It is part of “leaders” user group.

= I o
Users Upload Users.
Use
Group O Full Name User Name Email User Groups Policy Groups Policy Locations Status Actions
Policy v
O Exium Test exiumtest exiumtest@yahoo.com eaders Verified
ents
aation Polir m Selected 0 outof 2

Web Categories

e Users present under “User Management”, must be used on Exium clients
for login and not on CGW VM.

6.2 CGW CONFIGURATION

Refer below example configuration with the details:
e Gateway name: local.xlgwo3s

Enter search to start All s ﬂ

O  MName Tag Type Policy Groups Routes Session QOS Actions

O  localxlgw03s ocal xlgw035 LGW ?;t:f;“’}l:’\ 035 DefaultOrgQoS n
m Selected 0 out of 1

e Gateway names must be used as username on the CGW VMs during setup
procedure (Section 3.6).

e To avail “Secure Private Access”, CGW and Exium client usernames must be
part of same Workspace.
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6.3

6.4

TRUST PATH CONFIGURATION

Refer below example for policy configuration:

Trust Path name: tp.local.xlgwo3s
Associated gateway name: local.xlgwo3s
Allowed user groups: leaders

Subnet: “192.168.233.0/24”

Enter search to start All

O Mame Destination Gateway (LGW)

O tplocal xlgw035 192.168.233.024 local xlgw035

Selected O outof 1

Allowed Gateways (Fire...

Page 129

SAMPLE DIAGRAM FOR LOCAL CGW SETUP WITH 2 INTERFACES

Note: Below example show sample CGW setup with gateway name and trust path.

1)

Workspace : Ilgwsetup1
Gateway name : local.xlgwo3s
LAN subnet :192.168.233.0/24

Exium Client (non LGW) username : exiumtest

User group allowed for secure access : leaders

Host — Windows Laptop

enp0s8: 192.168.233.2/24 (LAN)
tun0: <exium-service-ip>

g

ha

((pm: 172.16.0.6/24 (WAN) @

enp0s8: 192.168.233.5/24 (LAN)
Default Gateway: 192.168.233.2

\

I

\ @Uirtualﬂox

D
=

1=



